
Shielding 
Systems:

Navigating CMMC 
and 

Managed IT

Sabrina Brainerd



No part of this book may be reproduced, distributed, or transmitted in any form or by 

any means, including photocopying, recording, or other electronic or mechanical 

methods, without the prior written permission of the author.

© 2024 Sabrina Brainerd. All rights reserved.

ISBN: 9798334828452

Published by Amazon



Dedication

To Greg and Tracy Brainerd, my parents:

Dad, thank you for taking a chance on me and bringing me 
into the business you and mom built. Your trust and guidance 
have been the cornerstone of my professional growth. The 
opportunity you've given me to learn, contribute, and evolve 
within this compay has shaped not only my career but also my 
understanding of leadership and entrepreneurship.

Mom, your strength, resilience, and love have provided me with 
the foundation to pursue my dreams and the courage to take 
on new challenges. Thank you for always being there, offering 
encouragement and perspective when I needed it most.

To both of you, I am profoundly grateful for the values you've 
instilled in me and the sacrifices you've made. Your examples 
continue to inspire me every day.

To Rodney Holum Jr:

Your unwavering encouragement and accountability have 
been the driving forces behind this book. When the task seemed 
daunting, your belief in me and this project kept me moving 
forward. Thank you for pushing me to share my knowledge and 
experiences through writing, and for holding me to the high 
standards that have made this book a reality.

To all three of you, I owe a debt of gratitude. This book is a 
testament to your influence, support, and wisdom in my life and 
career.



Table Of  
Contents

PREFACE.........................................................8

INTRODUCTION TO COMPLIANCE..............10

INTRODUCTION TO CMMC...........................12 

CHAPTER 1:  
UNDERSTANDING CMMC............................19 

	‣ The 5 levels of CMMC maturity

	‣ 17 domains of cybersecurity practices assessed

	‣ Rollout timeline and requirements for DoD contractors

	‣ Consequences of non-compliance 

CHAPTER 2:  
CHALLENGES OF ACHIEVING 
CMMC COMPLIANCE...................................25 

	‣ Complexity of requirements, especially for small-to-medium 
businesses

	‣ Costs associated with assessments, remediation, and 
ongoing compliance

	‣ Shortage of trained CMMC assessors and consultants

	‣ Evolving nature of the CMMC standard



CHAPTER 3:  
BENEFITS OF PARTNERING WITH A  
MANAGED SERVICES PROVIDER...............33 

	‣ Access to cybersecurity expertise and resources

	‣ Cost savings compared to building capabilities in-house

	‣ Ongoing monitoring, maintenance and support

	‣ Shared risk and liability

	‣ Ability to focus on core business while MSP handles 
compliance 
 

CHAPTER 4:  
CHOOSING THE RIGHT  
MSP PARTNER..............................................43 

	‣ Key criteria to look for in an MSP

	‣ Questions to ask potential providers

	‣ Red flags to watch out for

	‣ Case studies of successful MSP partnerships 

CHAPTER 5:  
SCOPING AND CONTRACTING  
CONSIDERATIONS.......................................57 

	‣ Determining which parts of the business fall under CMMC

	‣ Required services and deliverables to include in contracts

	‣ Pricing models and service level agreements

	‣ Regulatory and legal issues to be aware of



CHAPTER 6:  
IMPLEMENTING A CMMC COMPLIANCE 
PROGRAM WITH AN MSP............................65 

	‣ Typical phases of a CMMC compliance project

	‣ Roles and responsibilities of the MSP vs. the contractor

	‣ Common challenges and pitfalls to avoid

	‣ Best practices for ongoing collaboration and 
communication

 
CHAPTER 7:  
MAINTAINING CMMC COMPLIANCE  
OVER TIME....................................................79 

	‣ Adapting to changes in the CMMC standard

	‣ Handling employee turnover and training - Preparing for 
re-assessments and audits

	‣ Continuous improvement of cybersecurity practicee 

Chapter 8:  
The Critical Role of Incident 
Response Planning in  
Cybersecurity.........................................89

	‣ Incident Response Plans are essential for managing 
cybersecurity breaches effectively.

	‣ Regular training and simulations maintain incident response 
readiness.

	‣ Well-executed incident response is crucial for CMMC 
compliance and CUI protection.



Chapter 9:  
Disaster Recovery Planning.............95

	‣ Disaster Recovery Plans ensure business continuity during 
major disruptions.

	‣ Effective disaster recovery planning is vital for CMMC 
compliance and CUI protection.

	‣ Regular testing and updating of DRPs address evolving 
threats and technological changes.

CONCLUSION...............................................101 

	‣ The growing importance of CMMC compliance

	‣ How MSPs will play a key role in helping DoD contractors 
succeed

	‣ The future of cybersecurity regulations and MSP partnerships 

ABOUT THE AUTHOR.................................108

CMMC TERMS & ACRONYMS  
CHEAT SHEET...............................................101



Preface

Navigating the Complex World of 
Compliance

In today’s rapidly evolving business landscape, compliance 
is no longer just a buzzword—it’s a critical component of 
organizational success and risk management. As the regulatory 
environment becomes increasingly complex, many organizations 
find themselves grappling with a daunting question: How can 
we ensure compliance without derailing our core business 
objectives?

This is where the role of a Managed Service Provider (MSP) 
becomes crucial. But before we delve into the ‘why’ of MSP 
involvement, let’s address the more pressing concerns:

	‣ Where do you begin on this compliance journey?

	‣ How much time and resources will it require to chart a 
course, understand the controls, and stay on track?

	‣ What demands will this place on you and your employees?

These are not just idle questions. With recent high-profile 
government initiatives such as the Strengthening America’s 
Cybersecurity Act, CMMC version 2.0, and the FTC Safeguards—
coupled with increased funding for legal enforcement—the 
compliance landscape is shifting dramatically. It’s no longer a 
matter of if your business will need to adapt, but when and how.



This book aims to guide you through this changing terrain, offering 
insights on:

1.	 Understanding the current compliance landscape

2.	 Assessing your organization’s compliance needs

3.	 Developing a strategic approach to compliance

4.	 Leveraging MSPs to streamline your compliance efforts

5.	 Balancing compliance requirements with business goals

As we navigate these waters together, remember: compliance 
isn’t just about avoiding penalties. It’s about building a resilient, 
trustworthy organization that can thrive in an increasingly 
regulated world. Let’s begin this journey towards not just meeting 
standards, but exceeding them.



INTRODUCTION 
to Compliance

 
In the digital age, the landscape of security is constantly shifting 
beneath our feet. Each week brings news of another organization 
falling victim to hackers, while cutting-edge technologies emerge 
at a dizzying pace. We’ve entered an era where cybersecurity 
isn’t just about prevention—it’s about preparation and resilience.

The stark truth is that in today’s interconnected world, it’s no 
longer a question of if your organization will face a cyber attack, 
but when. This sobering reality has fundamentally altered the 
approach to cybersecurity and compliance across industries.

But here’s the crucial insight: security, and by extension, 
compliance, isn’t solely about sophisticated firewalls or state-
of-the-art intrusion detection systems. At its core, it’s about trust. 
Information Technology is just one piece—albeit an important 
one—in the larger puzzle of building and maintaining that trust.

Consider the perspective of a contract provider. Their primary 
concern isn’t just your technical capabilities. They want assurance 
that you’re taking a holistic approach to security. Are you 
investing in your human capital through regular training? Have 
you implemented and enforced robust policies? Do you have the 
foresight to consider the implications of new technologies and 
increasing complexity when making strategic decisions?



Moreover, they’re looking for partners who demonstrate 
transparency and accountability. In the event of a breach 
or security incident, can you be relied upon to communicate 
promptly and effectively? Will you work collaboratively to 
mitigate damages and prevent future occurrences?

This is the essence of modern compliance frameworks. They’re 
not just arbitrary checklists or bureaucratic hurdles. Rather, they 
serve as a structured approach to building trust in an increasingly 
uncertain digital landscape. By adhering to these frameworks, 
organizations signal their commitment to security, reliability, and 
ethical business practices.

As we delve deeper into the world of compliance and 
cybersecurity, we’ll explore how this shift in perspective—from a 
purely technical challenge to a matter of holistic organizational 
trust—is reshaping the way businesses operate in the digital age. 
We’ll examine the key components of effective compliance 
strategies, the evolving threat landscape, and the critical role of 
leadership in fostering a culture of security and trust.

In a world where cyber threats are a constant, compliance 
isn’t just about ticking boxes—it’s about building resilience, 
fostering trust, and ultimately, ensuring the long-term success and 
sustainability of your organization.



INTRODUCTION 
to CMMC

Protecting sensitive data has become crucial across all sectors. 
This is particularly vital for contractors collaborating with the U.S. 
Department of Defense (DoD), who handle some of the nation’s 
most critical information and intellectual assets. To ensure robust 
cybersecurity practices among these contractors, the DoD has 
implemented the Cybersecurity Maturity Model Certification 
(CMMC) framework.

CMMC is a thorough and stringent set of cybersecurity 
standards that all DoD contractors must meet to participate in 
DoD contracts. The framework comprises five maturity levels, 
each building on the previous and demanding increasingly 
sophisticated cybersecurity measures. Contractors are evaluated 
and certified at a specific CMMC level based on the sensitivity 
of the information they manage and their involvement in DoD 
projects.



Attaining CMMC compliance is challenging, especially for smaller 
contractors who may lack internal expertise and resources. The 
penalties for non-compliance are severe, including potential 
loss of DoD contracts and legal repercussions. Consequently, 
many contractors are seeking assistance from managed services 
providers (MSPs) specializing in cybersecurity and compliance to 
help them achieve and maintain CMMC certification.

MSPs are integral to the CMMC ecosystem, offering the expertise, 
tools, and support necessary for contractors to meet the DoD’s 
rigorous standards. By partnering with an experienced MSP, 
contractors can access a range of cybersecurity services, from 
initial evaluations to ongoing monitoring and incident response. 
MSPs also help contractors stay current with CMMC framework 
updates and adapt their practices accordingly.

As of April 2024, the U.S. government has formally defined MSPs 
and explicitly includes their capabilities as part of compliance 
requirements:

6 U.S.C. 650(18) Managed service provider

“The term ‘managed service provider’ means an entity that 
delivers services, such as network, application, infrastructure, or 
security services, via ongoing and regular support and active 
administration on the premises of a customer, in the data center 
of the entity (such as hosting), or in a third party data center.”

However, MSPs vary in quality, and selecting the right partner 
is crucial for achieving CMMC compliance. Contractors must 



carefully assess potential MSPs based on their experience, 
qualifications, and track record in the CMMC domain. They 
should also consider factors like pricing models, service level 
agreements, and cultural fit with their organization.

This book aims to provide a comprehensive yet concise guide 
to CMMC compliance for small and medium-sized businesses 
(SMBs) and the role of MSPs in helping DoD contractors achieve 
and maintain certification. We will explore the CMMC framework 
requirements, implementation challenges, and the benefits of 
partnering with an MSP to start your compliance journey with 
an organized perspective. We’ll also offer practical advice 
on choosing the right MSP partner, addressing scoping and 
contracting considerations, and implementing best practices for 
ongoing success.

Whether you’re a DoD contractor beginning your CMMC journey 
or an MSP looking to expand your services in this area, this 
book will provide valuable insights and actionable guidance to 
navigate the complexities of CMMC compliance. By the end, 
you’ll have a clear understanding of what’s required to achieve 
CMMC certification and how partnering with an MSP can help 
you reach your goals more efficiently and confidently.





CMMC Readiness 
Challenge: Test 

Your Cybersecurity 
Defenses!

Are your digital fortifications 
truly CMMC-ready?

Calling all DoD contractors and subcontractors! Think you've got 
what it takes to meet CMMC standards? Put your cybersecurity to 
the test with our free CMMC Readiness Challenge.

What's at Stake:
	‣ • Your DoD contracts

	‣ • Protection of Controlled Unclassified Information (CUI)

	‣ • Your competitive edge in the defense industry

Take the Challenge and Discover:
	‣ How your cybersecurity measures stack up against CMMC 

requirements

	‣ Where you truly stand in CMMC level alignment

	‣ Expert insights to elevate your security game



The CMMC Gauntlet Includes:
	‣ Evaluation by battle-tested CMMC specialists

	‣ Zero-obligation assessment

	‣ Rapid results in just 5 business days

	‣ Iron-clad confidentiality

Are You Ready to Accept the 
Challenge? 
Brave enough to face the truth about your CMMC readiness?

How It Works:
1.	 Fill out our simple questionnaire

2.	 Our experts review your responses

3.	 We prepare a detailed report of findings

4.	 Schedule a call to review your results and next steps

https://www.braintek.com
Email: sabrina@braintek.com 

Call: 281-367-8253





CHAPTER 1

UNDERSTANDING 
CMMC AND ITS 
IMPACT ON  DOD 
CONTRACTORS

 
The Cybersecurity Maturity Model Certification (CMMC) 
represents a paradigm shift in how the United States Department 
of Defense (DoD) approaches cybersecurity within its vast 
network of contractors.

Introduced in 2019, this comprehensive framework aims to 
address the growing threat of cyber-attacks targeting the 
defense industrial base and establish a standardized approach to 
cybersecurity across the DoD supply chain.

At its core, CMMC is a unified standard for implementing 
cybersecurity practices across the defense industrial base. The 
framework consists of five maturity levels, each building upon 
the previous one and requiring progressively more advanced 
cybersecurity practices: 

	‣ Level 1: Fountational Cyber Hygiene 
- NIST 800-171 Controls 
- This applies to organizations dealing with Federal Contract 	
	   Information (FCI)

	‣ Level 2: Advanced Cyber Hygiene 



- NIST 800-171 Controls 
- This level requires scoping for Controlled Unclassified 
Information (CUI) 

	‣ Levels 3, 4 and 5 : Expert Hygiene and Progressive Practices 
- NIST 800-172 Controls 
- Higher CMMC levels address more sensitive information         	
	and are beyond the scope of this book, which focuses on 	
	 foundational compliance for SMBs 

Each level is associated with a specific set of cybersecurity 
practices that contractors must implement and maintain to 
achieve certification. These practices are organized into 17 
domains, which cover a wide range of cybersecurity topics, 
including: 

1. Access Control 

2. Asset Management 

3. Audit and Accountability 

4. Awareness and Training 

5. Configuration Management 

6. Identification and Authentication 

7. Incident Response 

8. Maintenance 

9. Media Protection 

10. Personnel Security 

11. Physical Protection 

12. Recovery 



13. Risk Management 

14. Security Assessment 

15. Situational Awareness 

16. Systems and Communications Protection 

17. System and Information Integrity

To achieve certification at a specific CMMC level, contractors 
must undergo a thorough assessment by a third-party assessment 
organization (C3PAO) approved by the CMMC Accreditation 
Body (CMMC-AB). This process involves a comprehensive 
evaluation of the contractor’s cybersecurity practices 
and processes against the requirements of the designated 
CMMC level. Once certified, contractors must maintain their 
cybersecurity practices and undergo periodic reassessments to 
ensure ongoing compliance.

The rollout of CMMC is being phased in over several years, with 
the goal of having all DoD contracts include CMMC requirements 
by 2026. While the exact timeline and requirements for each 
phase are still being finalized, contractors should expect to 
see CMMC requirements appearing in DoD solicitations and 
contracts to be certified by 2026.

From CMMC Frequently Asked Questions (defense.gov): 

- Now that CMMC 2.0 is published, will companies be required to 
comply with CMMC 1.0? 

“The interim DFARS rule established a five-year phase-in period, 
during which CMMC compliance is only required in select pilot 



contracts, as approved by the Office of the Under Secretary of 
Defense for Acquisition and Sustainment (OUSD(A&S)). 

 Once CMMC 2.0 is codified through rulemaking, the Department 
will require companies to adhere to the revised CMMC 
framework according to requirements set forth in regulation. “

- When will CMMC 2.0 be required for DoD contracts? 

“The publication of materials relating to CMMC 2.0 reflect 
the Department’s strategic intent with respect to the CMMC 
program; however, CMMC 2.0 will not be a contractual 
requirement until the Department completes rulemaking to 
implement the program. The rulemaking process and timelines 
can take up to 24 months. CMMC 2.0 will become a contract 
requirement once rulemaking is complete

The consequences of non-compliance with CMMC can be 
severe. Contractors who fail to achieve certification at the 
required level may be ineligible to bid on or participate in 
DoD contracts. Additionally, contractors who experience a 
cybersecurity breach or incident may face legal liabilities and 
reputational damage that can have long-lasting effects on their 
business.”

Given these high stakes, it is essential for DoD contractors to take 
CMMC compliance seriously and start preparing for certification 
as early as possible. This may involve significant investments 
in new cybersecurity tools and technologies, comprehensive 
employee training programs, and partnerships with experienced 
managed services providers (MSPs) to assess and improve their 
cybersecurity posture.

Partnering with an MSP offers numerous benefits for organizations 



seeking to achieve and maintain CMMC compliance. These 
benefits include access to specialized cybersecurity expertise 
and resources, cost savings compared to building in-house 
capabilities, ongoing monitoring and support, shared risk and 
liability, and the ability to focus on core business operations while 
the MSP handles compliance matters.

When selecting an MSP partner, it’s crucial to evaluate 
their CMMC expertise, comprehensive service offerings, 
scalability, robust security measures, and reliable support and 
communication channels. Organizations should also be aware of 
potential red flags, such as a lack of specific CMMC expertise or 
limited-service offerings.

Implementing a CMMC compliance program with an MSP 
typically involves several phases, including initial assessment 
and gap analysis, remediation planning, implementation of 
security controls, continuous monitoring and maintenance, and 
preparation for the official CMMC assessment. Throughout this 
process, clear communication and collaboration between the 
MSP and the contractor are essential for success.

Maintaining CMMC compliance over time presents its own set 
of challenges. Organizations must be prepared to adapt to 
changes in the CMMC standard, handle employee turnover 
and training effectively, prepare for re-assessments and audits, 
and foster a culture of continuous improvement in cybersecurity 
practices.

By understanding the requirements and implications of CMMC, 
and by leveraging the expertise of trusted MSP partners, DoD 



contractors can position themselves for success in this new era 
of cybersecurity compliance. As the threat landscape continues 
to evolve, CMMC serves as a crucial framework for ensuring the 
protection of sensitive information within the Defense Industrial 
Base supply chain and maintaining the integrity of our national 
defense infrastructure.



CHAPTER 2

CHALLENGES OF 
ACHIEVING  
CMMC COMPLIANCE

 
The Cybersecurity Maturity Model Certification (CMMC) 
represents a significant shift in how the Department of Defense 
(DoD) approaches cybersecurity within its supply chain. While 
the CMMC aims to strengthen cybersecurity practices across the 
Defense Industrial Base (DIB), achieving compliance presents 
several formidable challenges, particularly for small-to-medium 
businesses (SMBs). This chapter delves into the key obstacles 
organizations face when striving to meet CMMC requirements 
and maintain compliance over time. 

Complexity of Requirements
 
The CMMC framework is designed to be comprehensive, 
encompassing a wide array of cybersecurity practices across 
multiple domains. These include access control, incident 
response, risk management, system security, and many others. 
The requirements are divided into five maturity levels, with 
Level 1 representing basic cyber hygiene and Level 5 denoting 
advanced and progressive cybersecurity practices.

For SMBs, navigating this intricate web of requirements can be an 
overwhelming task. Many of these organizations lack dedicated 
cybersecurity personnel or have limited in-house expertise. 



As a result, simply understanding the full scope of the CMMC 
requirements can be challenging, let alone implementing them 
effectively.

The complexity is further compounded by the fact that each 
maturity level builds upon the previous one. This means that 
as organizations strive to achieve higher levels of certification, 
they must not only implement new practices but also maintain 
and improve upon existing ones. This cumulative nature of 
the requirements can create a steep learning curve and 
implementation challenge, especially for businesses with limited 
technical resources.

Moreover, the CMMC framework is designed to be flexible 
enough to apply to a diverse range of organizations within 
the DIB. While this flexibility is beneficial in theory, it can lead to 
confusion in practice. Organizations may struggle to interpret 
how certain requirements apply to their specific context or 
industry niche, leading to potential misinterpretations or over-
implementation of controls. 

Costs Associated with Assessments, 
Remediation,  
and Ongoing Compliance
 
Achieving CMMC compliance is not just a technical challenge; 
it’s also a significant financial undertaking. The costs associated 
with CMMC compliance can be broken down into several 
categories:

	‣ Assessment Costs: Organizations must undergo rigorous 



assessments conducted by CMMC Third-Party Assessment 
Organizations (C3PAOs) to determine their maturity level 
and identify any gaps or deficiencies. These assessments 
can be costly, especially for SMBs with limited budgets. The 
exact cost can vary depending on the size and complexity 
of the organization, as well as the desired maturity level. 

	‣ Remediation Costs: Once gaps are identified, organizations 
must invest in remediation efforts. This could involve 
implementing new security controls, upgrading existing 
systems, or providing comprehensive training to personnel. 
For some organizations, this might mean a complete 
overhaul of their existing IT infrastructure, which can be a 
substantial financial burden.

	‣ Technology Investments: Depending on an organization’s 
current cybersecurity posture, achieving CMMC 
compliance may require investments in new technologies. 
This could include advanced firewalls, intrusion detection 
systems, secure communication tools, or robust access 
control systems. The costs for these technologies can quickly 
add up, especially for SMBs that may not have previously 
prioritized such investments.

	‣ Personnel Costs: Compliance often requires dedicated 
personnel to manage and maintain the cybersecurity 
program. This could mean hiring new staff with specialized 
cybersecurity skills or providing extensive training to existing 
employees. Either way, this represents an ongoing cost that 
organizations must factor into their budgets.

	‣ Ongoing Maintenance and Monitoring: CMMC compliance 
is not a one-time achievement but an ongoing process. 
Organizations must allocate resources for continuous 
monitoring, regular assessments, and updates to their 
security posture. This includes staying current with emerging 
threats, implementing new security measures as needed, 



and potentially undergoing reassessments to maintain 
certification.

	‣ Consulting Fees: Given the complexity of the CMMC 
framework, many organizations opt to work with external 
consultants or managed service providers to guide them 
through the compliance process. While this can be 
beneficial, it also adds to the overall cost of achieving and 
maintaining compliance.

 
The cumulative effect of these costs can be significant, 
particularly for SMBs operating on tight margins. For some 
organizations, the financial investment required for CMMC 
compliance may even raise questions about the viability of 
continuing to operate within the DIB. 
 

Shortage of Trained CMMC  
Assessors and Consultants

The CMMC program is relatively new, and there is currently 
a shortage of trained and accredited CMMC assessors and 
consultants. There has been a history of independent advisors 
giving poor compliance guidance and causing organizations to 
fail assessments. Further CMMC version 2.0 is new and as of June 
2024, it’s a near impossibility to find external service providers with 
certification or even a roadmap to certification. As the demand 
for CMMC compliance increases across the defense industrial 
base (DIB), the limited availability of qualified professionals may 
create bottlenecks and costly delays in the assessment and 
certification process . 



Organizations may face challenges in securing the services of 
experienced assessors or consultants, leading to longer wait times 
and potential delays in their compliance efforts. This shortage 
could also result in higher costs for assessments and consulting 
services, further straining the resources of SMBs,. and cause you to 
miss opportunities or lose existing contracts.  This shortage creates 
several issues:  

	‣ Assessment Bottlenecks: As more organizations seek CMMC 
certification, the limited number of qualified assessors may 
create bottlenecks in the assessment process. This could 
lead to longer wait times for assessments and potentially 
delay an organization’s ability to bid on DoD contracts.

	‣ Higher Costs: The scarcity of qualified professionals may 
drive up the costs of assessments and consulting services. 
This is particularly problematic for SMBs that are already 
struggling with the financial aspects of compliance.

	‣ Quality Concerns: With high demand and limited supply, 
there’s a risk that some organizations may turn to less 
experienced or less qualified consultants out of necessity. 
This could lead to subpar guidance and potentially 
jeopardize an organization’s compliance efforts.

	‣ Geographic Disparities: The shortage of assessors 
and consultants may be more pronounced in certain 
geographic areas, potentially disadvantaging organizations 
based in these regions.

 
Evolving Nature of the CMMC  
Standard

The cybersecurity landscape is constantly evolving, with new 
threats emerging and attack techniques becoming more 



sophisticated. To keep pace with these changes, the CMMC 
standard itself is designed to be dynamic, subject to periodic 
updates and revisions. While this adaptability is necessary to 
ensure the ongoing effectiveness of the framework, it presents 
several challenges for organizations striving to maintain 
compliance:

	‣ Continuous Learning: Organizations must stay informed 
about changes to the CMMC standard and understand 
how these changes impact their compliance status. This 
requires ongoing education and training for staff, which can 
be resource intensive.

	‣ Adapting Security Controls: As the standard evolves, 
organizations may need to adapt their existing security 
controls or implement new ones to remain compliant. 
This can involve additional investments in technology, 
processes, or personnel.

	‣ Policy and Procedure Updates: Changes to the CMMC 
standard may necessitate updates to an organization’s 
cybersecurity policies and procedures. This requires time 
and effort to review, revise, and communicate these 
changes throughout the organization.

	‣ Reassessments and Recertifications: Significant changes 
to the standard could potentially require organizations to 
undergo reassessments or recertifications. This adds to the 
overall cost and complexity of maintaining compliance 
over time. 

	‣ Strategic Planning Challenges: The evolving nature of the 
standard can make it difficult for organizations to engage 
in long-term strategic planning related to their cybersecurity 
efforts. Investments made today may need to be revised 
or replaced in the near future to align with updated 
requirements.



	‣ Supply Chain Implications: For prime contractors, changes 
to the CMMC standard may have ripple effects throughout 
their supply chain. They may need to work with their 
subcontractors to ensure that the entire supply chain 
remains compliant with evolving requirements. 

Achieving and maintaining CMMC compliance presents 
significant challenges for organizations within the Defense 
Industrial Base, particularly for small-to-medium businesses. The 
complexity of the requirements, the substantial costs involved, 
the shortage of qualified assessors and consultants, and the 
evolving nature of the standard all contribute to making CMMC 
compliance a formidable undertaking.

However, it’s important to note that these challenges are 
not insurmountable. With careful planning, strategic resource 
allocation, and a commitment to ongoing cybersecurity maturity 
improvement, organizations can successfully navigate the path 
to CMMC compliance. Moreover, the benefits of improved 
cybersecurity posture and the ability to continue participating 
in DoD contracts can outweigh the challenges for many 
organizations.

As the CMMC program continues to mature, it’s likely that some 
of these challenges will be addressed. For instance, the pool of 
qualified assessors and consultants is expected to grow over time, 
potentially alleviating some of the current shortages. Additionally, 
as more organizations go through the compliance process, best 
practices and efficient implementation strategies are likely to 
emerge, potentially reducing some of the complexity and costs 
associated with compliance.



In the meantime, organizations within the DIB must approach 
CMMC compliance as a critical business imperative. By 
understanding and proactively addressing these challenges, 
organizations can position themselves for success in the evolving 
landscape of defense cybersecurity requirements. The journey 
to CMMC compliance may be challenging, but it’s ultimately a 
necessary step in strengthening the overall cybersecurity posture 
of the nation’s defense industrial base.



CHAPTER 3

BENEFITS OF 
PARTNERING  
WITH A  MANAGED 
SERVICES PROVIDER 

 
As organizations navigate the complexities of achieving and 
maintaining Cybersecurity Maturity Model Certification (CMMC) 
compliance, partnering with a reputable Managed Services 
Provider (MSP) can offer numerous benefits. MSPs specialize in 
providing comprehensive IT services, including cybersecurity 
management, compliance support, and ongoing maintenance. 
By leveraging the expertise and resources of an MSP, 
organizations can effectively address the challenges posed by 
the CMMC while optimizing their operations and mitigating risks. 
This chapter explores in depth the key advantages of partnering 
with an MSP for CMMC compliance. 

Access to Cybersecurity Expertise  
and Resources

Achieving and sustaining CMMC compliance requires a deep 
understanding of cybersecurity best practices, risk management 
strategies, and the ability to implement and maintain robust 
security controls. However, many organizations, particularly small-
to-medium businesses (SMBs), lack the in-house expertise and 
resources to effectively manage these complex cybersecurity 
requirements. By partnering with an MSP, organizations gain 



access to a team of skilled cybersecurity professionals with 
specialized knowledge and experience in CMMC compliance. 
MSPs employ certified security experts, analysts, and consultants 
who stay up-to-date with the latest cybersecurity threats, 
regulations, and best practices. This access to specialized 
expertise and resources can help organizations achieve and 
maintain compliance more efficiently and effectively.

The benefits of this expertise include:

	‣ Comprehensive Understanding of CMMC Requirements: 
MSP professionals are well-versed in the intricacies of 
the CMMC framework and can provide guidance on 
interpreting and implementing the requirements specific to 
an organization’s context.

	‣ Cutting-Edge Threat Intelligence: MSPs often have access 
to advanced threat intelligence feeds and tools, allowing 
them to stay ahead of emerging cybersecurity threats and 
adapt security measures accordingly.

	‣ Specialized Skills: MSPs can provide access to professionals 
with specialized skills that may be difficult or expensive 
to maintain inhouse, such as penetration testers, security 
architects, or compliance specialists.

	‣ Continuous Learning and Improvement: MSPs invest in 
ongoing training and certification for their staff, ensuring 
that their clients benefit from the latest knowledge and best 
practices in cybersecurity.

	‣ Broad Experience: MSPs work with multiple clients across 
various industries, giving them a broad perspective on 
cybersecurity challenges and effective solutions that can 
be applied to your organization. 
 
 



Cost Savings Compared to Building  
Capabilities In-house 

Developing and maintaining a dedicated in-house cybersecurity 
team with the necessary expertise and resources to achieve 
CMMC compliance can be cost-prohibitive for many 
organizations, especially SMBs. Hiring and retaining skilled 
cybersecurity professionals, investing in specialized tools and 
technologies, and providing ongoing training and certifications 
can result in significant financial burdens.

By partnering with an MSP, organizations can leverage 
economies of scale and benefit from shared resources and 
expertise. MSPs can distribute the costs of cybersecurity 
personnel, tools, and infrastructure across multiple clients, making 
their services more cost-effective than building and maintaining 
in-house capabilities. This cost-saving advantage allows 
organizations to allocate their resources more strategically while 
ensuring compliance with the CMMC requirements. 

The cost savings can be realized in several areas: 

	‣ Personnel Costs: Hiring and retaining skilled cybersecurity 
professionals can be expensive, especially given the current 
talent shortage in the field. MSPs allow organizations to 
access a team of experts without the overhead of full-time 
salaries, benefits, and training costs.

	‣ Technology Investments: MSPs typically invest in enterprise-
grade security tools and technologies that may be 
prohibitively expensive for individual organizations, 
especially SMBs. By partnering with an MSP, organizations 
can benefit from these advanced tools without bearing the 



full cost of ownership.

	‣ Training and Certification: Keeping in-house staff up-to-date 
with the latest cybersecurity certifications and training can 
be costly. MSPs handle this for their own staff, passing on the 
benefits to their clients without the associated expenses.

	‣ Scalability: MSPs can easily scale their services up or down 
based on an organization’s needs, providing a more flexible 
and cost-effective solution compared to maintaining a fixed 
in-house team.

	‣ Predictable Costs: Many MSPs offer their services on a 
subscription basis, allowing organizations to budget more 
effectively with predictable monthly or annual costs, rather 
than dealing with variable expenses associated with in-
house cybersecurity management. 

Navigating compliance is a complex and often frustrating 
process, which is precisely why contracts requiring compliance 
command higher rates. Embarking on a compliance journey 
without proper guidance is fraught with risks. It’s easy to 
misinterpret requirements, make costly errors, or become 
overwhelmed by the sheer volume of resources and references. 
A structured approach with expert guidance is crucial for 
efficiently achieving and maintaining compliance, helping 
to avoid common pitfalls and ensure a smoother path to 
certification.

Ongoing Monitoring, Maintenance, 
and Support 

CMMC compliance is not a one-time achievement but rather 
an ongoing process that requires continuous monitoring, 



maintenance, and support. Organizations must stay vigilant 
against emerging threats, implement security patches and 
updates, and regularly assess their security posture to ensure 
sustained compliance. 

MSPs offer comprehensive monitoring, maintenance, and support 
services to help organizations maintain their CMMC compliance 
over time. They continuously monitor systems for potential 
vulnerabilities, apply necessary updates and patches, and 
conduct regular risk assessments and security audits. MSPs also 
provide proactive incident response and remediation services, 
ensuring that any security incidents are promptly addressed and 
resolved. 

The benefits of ongoing support include:

	‣ 24/7 Monitoring: Many MSPs offer round-the-clock 
monitoring of an organization’s IT infrastructure, allowing for 
rapid detection and response to potential security threats.

	‣ Proactive Maintenance: MSPs can implement automated 
patching and updating processes, ensuring that systems are 
always up-todate with the latest security fixes.

	‣ Regular Security Assessments: MSPs typically conduct 
periodic security assessments and vulnerability scans 
to identify and address potential weaknesses in an 
organization’s security posture.

	‣ Incident Response Planning: MSPs can help develop and 
maintain comprehensive incident response plans, ensuring 
that organizations are prepared to handle security incidents 
effectively.

	‣ Compliance Reporting: MSPs can generate regular 
compliance reports, providing organizations with visibility 



into their CMMC compliance status and areas for 
improvement.

	‣ Technology Upgrades: As cybersecurity technologies 
evolve, MSPs can guide organizations in implementing new 
tools and solutions to enhance their security posture and 
maintain CMMC compliance. 

Shared Risk and Liability

Failing to achieve or maintain CMMC compliance can have 
severe consequences for organizations, including the loss 
of government contracts, regulatory fines, and reputational 
damage. By partnering with an MSP, organizations can share the 
risk and liability associated with CMMC compliance.

MSPs typically offer service level agreements (SLAs) and 
contractual guarantees that outline their responsibilities and 
accountability in ensuring compliance. In the event of a security 
breach or noncompliance issue, the MSP shares a portion of the 
liability, protecting the organization from bearing the full brunt of 
potential legal and financial consequences. 

The benefits of shared risk and liability include:

	‣ Contractual Protections: Well-crafted MSP agreements can 
include provisions for indemnification and liability sharing, 
providing organizations with a level of protection against 
compliance-related risks.

	‣ Insurance Coverage: Many MSPs carry cybersecurity 
insurance policies that can extend coverage to their clients 
in the event of a security incident.



	‣ Expertise in Risk Management: MSPs can help organizations 
identify, assess, and mitigate cybersecurity risks more 
effectively, potentially reducing the likelihood of 
compliance failures or security breaches.

	‣ Regulatory Expertise: MSPs often have experience 
dealing with various regulatory frameworks and can 
help organizations navigate the complexities of CMMC 
compliance and potential audits.

	‣ Reputation Management: In the event of a security 
incident, MSPs can provide support in managing 
communications and mitigating reputational damage. 

Ability to Focus on Core Business 
While MSP Handles Compliance
 

Achieving and maintaining CMMC compliance can be a 
complex and time-consuming endeavor, diverting valuable 
resources and attention away from an organization’s core 
business operations and strategic objectives.

By outsourcing cybersecurity and compliance responsibilities 
to an MSP, organizations can refocus their efforts on their 
primary business activities, product development, and revenue-
generating initiatives. The MSP assumes responsibility for 
ensuring compliance with the CMMC requirements, allowing 
the organization’s internal team to concentrate on their core 
competencies and drive business growth.

The benefits of this focus include:

	‣ Improved Productivity: By offloading cybersecurity tasks to 



an MSP, internal IT staff can focus on projects that directly 
support business objectives and innovation.

	‣ Strategic Resource Allocation: Organizations can allocate 
their financial and human resources more strategically, 
investing in areas that drive growth and competitive 
advantage.

	‣ Reduced Complexity: MSPs can simplify the complexity 
of CMMC compliance for organizations, providing clear 
guidance and handling the technical details, allowing 
leadership to focus on high-level strategy.

	‣ Faster Time-to-Market: With cybersecurity and compliance 
concerns handled by the MSP, organizations can potentially 
accelerate their product development and go-to-market 
strategies.

	‣ Enhanced Business Agility: By relying on an MSP for CMMC 
compliance, organizations can more quickly adapt 
to changes in the business environment without being 
hindered by cybersecurity constraints.

Partnering with a Managed Services Provider offers numerous 
benefits for organizations seeking to achieve and maintain 
CMMC compliance. MSPs provide access to specialized 
cybersecurity expertise and resources, significant cost savings 
compared to building capabilities inhouse, ongoing monitoring, 
maintenance, and support, shared risk and liability, and the 
ability to focus on core business operations while the MSP handles 
compliance.

By leveraging the expertise and services of an MSP, organizations 
can effectively navigate the complexities of CMMC compliance 
while optimizing their operations and mitigating risks. This 



partnership approach not only enhances an organization’s 
cybersecurity posture but also provides a strategic advantage 
in an increasingly competitive and security-conscious business 
environment.

As the CMMC framework continues to evolve and cybersecurity 
threats grow more sophisticated, the value of partnering with 
a skilled and experienced MSP becomes increasingly clear. 
Organizations that embrace this collaborative approach to 
cybersecurity and compliance are better positioned to protect 
their assets, maintain their competitive edge in the defense 
industrial base, and focus on their core mission of delivering 
innovative products and services to their customers.





CHAPTER 4

CHOOSING THE 
RIGHT MSP 
PARTNER FOR  
CMMC COMPLIANCE

 
Partnering with a Managed Services Provider (MSP) can be 
a strategic decision for organizations seeking to achieve and 
maintain Cybersecurity Maturity Model Certification (CMMC) 
compliance.

However, not all MSPs are created equal, and selecting the 
right partner is crucial to ensure a successful and effective 
collaboration. In this chapter, we will explore in depth the key 
criteria, questions, and red flags to consider when evaluating 
potential MSP partners, as well as provide detailed case studies of 
successful MSP partnerships.  

When assessing potential MSP partners for CMMC compliance, 
organizations should carefully consider the following key criteria:

1.	 CMMC Expertise and Certifications: 
The MSP should have a proven track record in assisting 
organizations with CMMC compliance. Look for MSPs with 
certified professionals who have extensive knowledge 
and experience in implementing and maintaining CMMC 
security controls. Specifically, consider the following:



	‣ Number of CMMC-certified professionals on staff

	‣ Years of experience working with the Defense Industrial Base 
(DIB)

	‣ Familiarity with different CMMC levels and the ability to 
support various maturity levels

	‣ Participation in CMMC-AB (Accreditation Body) initiatives or 
working groups 

2.	 Comprehensive Service Offerings: 
A reputable MSP should offer a comprehensive suite of 
services to support CMMC compliance. These services 
should include:

	‣ Cybersecurity management and strategy development

	‣ Risk assessments and gap analysis

	‣ Incident response planning and execution

	‣ Compliance support and documentation

	‣ Ongoing monitoring and maintenance of security controls

	‣ Security awareness training for employees

	‣ Vulnerability management and penetration testing

	‣ Cloud security management (if applicable)

	‣ Supply chain risk management support 

3.	 Scalability and Flexibility: 
The MSP should have the capacity to scale their services to 
meet the evolving needs of your organization. Consider the 
following aspects of scalability and flexibility:

	‣ Ability to support organizations of various sizes, from small 
businesses to large enterprises

	‣ Flexible service models that can be tailored to your specific 



CMMC level requirements

	‣ Capacity to adapt services as your organization grows or as 
CMMC requirements evolve

	‣ Pricing options that align with your budget and allow for 
scalability

	‣ Ability to integrate with your existing IT infrastructure and 
processes 

4.	 Robust Security Measures: 
The MSP should implement robust security measures 
to protect their own infrastructure and ensure the 
confidentiality and integrity of your data. Look for providers 
that:

	‣ Follow industry best practices and maintain relevant security 
certifications (e.g., ISO 27001, SOC 2)

	‣ Implement strong access controls and multi-factor 
authentication 

	‣ Use encryption for data at rest and in transit

	‣ Conduct regular security audits and penetration tests on 
their own systems

	‣ Have a documented incident response plan and business 
continuity strategy

	‣ Maintain secure data centers with appropriate physical 
security measures 

5.	 Reliable Support and Communication: 
Effective communication and reliable support are essential 
for a successful MSP partnership. Evaluate the MSP’s support 
capabilities, including: 

	‣ 24/7 support availability and multiple communication 



channels (phone, email, chat)

	‣ Clear escalation procedures for critical issues

	‣ Dedicated account management and technical support 
teams

	‣ Regular performance reviews and reporting

	‣ Proactive communication about emerging threats and 
CMMC updates

	‣ Client portal or dashboard for real-time visibility into security 
posture and compliance status 

6.	 Industry Experience and Reputation: 
Consider the MSP’s experience in your specific industry and 
their overall reputation in the cybersecurity field:

	‣ Years of experience serving clients in the defense industry or 
similar regulated sectors

	‣ Client testimonials and case studies demonstrating 
successful CMMC implementations

	‣ Industry recognition, awards, or partnerships with leading 
security vendors

	‣ Thought leadership contributions (e.g., whitepapers, 
webinars, conference presentations) 

7.	 Technology Stack and Partnerships: 
Evaluate the MSP’s technology stack and strategic 
partnerships: 

	‣ Use of leading cybersecurity tools and platforms

	‣ Partnerships with major technology vendors (e.g., Microsoft, 
Cisco, Palo Alto Networks)

	‣ In-house developed tools or platforms specifically designed 



for CMMC compliance

	‣ Ability to integrate with your existing technology investments  

Questions to Ask Potential  
Managed Service Providers 

When evaluating potential MSP partners for CMMC compliance, 
it is crucial to ask the right questions to gauge their capabilities 
and fit for your organization. Here are some key questions to 
consider, along with the rationale behind each: 
 

1.	  What is your experience with CMMC compliance and the 
Defense Industrial Base (DIB)?  
Rationale: This question helps assess the MSP’s familiarity 
with the specific requirements and challenges of CMMC 
compliance in the defense sector.

2.	 How do you stay up-to-date with the latest CMMC 
requirements and cybersecurity best practices? 
Rationale: CMMC is an evolving standard, and it’s crucial 
that your MSP partner remains current with any changes or 
updates.

3.	 Can you provide references or case studies of successful 
CMMC compliance projects? 
Rationale: Real-world examples can provide insights into the 
MSP’s ability to deliver results and overcome challenges.

4.	 What security certifications and accreditations do your 
organization and personnel hold? 
Rationale: Certifications demonstrate a commitment to 
maintaining high standards of security expertise and best 



practices.

5.	 How do you ensure the confidentiality and protection of client 
data? 
Rationale: This question addresses the MSP’s own security 
practices and their ability to protect sensitive information.

6.	 What is your approach to risk assessments, incident response, 
and remediation? 
Rationale: Understanding the MSP’s methodologies can help 
you gauge their thoroughness and effectiveness in addressing 
security challenges. 

7.	 How do you handle service level agreements (SLAs) and 
guarantee service quality? 
Rationale: Clear SLAs and quality guarantees are essential for 
establishing expectations and ensuring accountability.

8.	 What is your pricing model, and what services are included in 
your offerings? 
Rationale: This helps you understand the total cost of 
ownership and ensures there are no hidden fees or 
unexpected expenses.

9.	 How do you provide ongoing support, monitoring, and 
maintenance for CMMC compliance? 
Rationale: CMMC compliance is an ongoing process, and 
it’s important to understand how the MSP will support your 
organization long-term.

10.	How do you ensure the scalability and flexibility of your 
services to accommodate our evolving needs? 
Rationale: As your organization grows or CMMC requirements 
change, your MSP should be able to adapt their services 
accordingly.

11.	What is your process for conducting gap analyses and 



developing remediation plans?  
Rationale: This question helps you understand the MSP’s 
approach to identifying and addressing compliance gaps.

12.	How do you handle employee training and awareness 
programs for CMMC compliance? 
Rationale: Employee awareness is a critical component of 
CMMC compliance, and it’s important to understand how the 
MSP will support this aspect. 

13.	Can you describe your incident response capabilities and how 
you would handle a potential security breach? 
Rationale: Understanding the MSP’s incident response 
capabilities is crucial for minimizing the impact of potential 
security incidents.

14.	How do you approach supply chain risk management in the 
context of CMMC compliance? 
Rationale: CMMC compliance often extends to an 
organization’s supply chain, and it’s important to understand 
how the MSP can support this aspect.

15.	What reporting and analytics capabilities do you offer to 
demonstrate ongoing CMMC compliance? 
Rationale: Clear visibility into your compliance status and 
security posture is essential for effective management and 
decision-making. 

Red Flags to Watch Out For
 
While evaluating potential MSP partners, be vig-
ilant for the following red flags that may indi-
cate a less-than-ideal partnership:

	‣ Lack of specific CMMC expertise or certifications



	‣ The MSP cannot demonstrate concrete experience with 
CMMC implementations

	‣ Staff lacks relevant certifications or training in CMMC 
requirements

	‣ Limited-service offerings or inability to provide end-to-end 
compliance support

	‣ The MSP only offers partial solutions, leaving critical 
compliance gaps

	‣ Lack of comprehensive services covering all aspects of 
CMMC compliance

	‣ Inflexible pricing models or contracts

	‣ One-size-fits-all pricing that doesn’t account for your 
organization’s specific needs

	‣ Long-term contracts with hefty termination fees

	‣ Poor communication or unresponsive support

	‣ Delayed responses to inquiries during the evaluation process

	‣ Lack of clarity in explaining their services or addressing your 
concerns

	‣ Inability to provide references or case studies

	‣ Reluctance or inability to provide examples of successful 
CMMC implementations

	‣ Lack of testimonials from similar organizations in the DIB

	‣ Lack of transparency regarding security measures and data 
protection practices

	‣ Vague or evasive answers about their own security controls

	‣ Unwillingness to undergo security audits or provide 
compliance documentation

	‣ Inadequate scalability or inability to accommodate future 
growth

	‣ Limited resources or infrastructure to support expanding 



needs

	‣ Lack of experience working with organizations at various 
stages of growth

	‣ Outdated technologies or failure to keep up with industry 
best practices

	‣ Reliance on legacy systems or outdated security tools

	‣ Lack of partnerships with leading cybersecurity vendors

	‣ Overemphasis on technology solutions without addressing 
process and people aspects

	‣ Focus solely on implementing tools without considering 
organizational culture and processes

	‣ Lack of emphasis on employee training and awareness 
programs 

	‣ Lack of proactive threat intelligence and monitoring 
capabilities 

	‣ Reactive approach to cybersecurity without ongoing threat 
monitoring

	‣ Limited capabilities in identifying and addressing emerging 
threats

	‣ Inadequate understanding of your industry-specific 
compliance requirements

	‣ Lack of familiarity with regulations specific to the defense 
industry

	‣ Inability to address unique challenges faced by DIB 
contractors

	‣ Poor track record of maintaining their own compliance and 
security posture

	‣ History of security breaches or compliance violations

	‣ Inability to demonstrate their own adherence to stringent 
security standards 



Case Studies of Successful MSP 
Partnerships

To illustrate the benefits of partnering with the right MSP for 
CMMC compliance, consider the following detailed case studies 
of successful collaborations: 

Case Study 1

Small Manufacturing Company Achieves CMMC Level 3

Background:

A small manufacturing company specializing in precision 
components for military aircraft sought to achieve CMMC Level 
3 compliance to maintain its contracts with prime defense 
contractors. With limited inhouse IT resources and cybersecurity 
expertise, the company partnered with a specialized MSP to 
guide them through the compliance process.

MSP Approach: 

1.	 Conducted a comprehensive gap analysis to identify areas of 
noncompliance

2.	 Developed a tailored remediation plan with prioritized actions 
and timelines

3.	 Implemented necessary security controls, including access 
management, data encryption, and continuous monitoring 
solutions

4.	 Provided employee training on cybersecurity best practices 
and CMMC requirements

5.	 Assisted in developing and documenting policies and 



procedures aligned with CMMC Level 3

6.	 Conducted regular internal audits to ensure ongoing 
compliance

Results:

•	 Successfully achieved CMMC Level 3 certification within six 
months

•	 Secured new contracts with prime defense contractors, 
leading to a 30% increase in revenue

•	 Improved overall cybersecurity posture, reducing the risk of 
data breaches

•	 Established a culture of security awareness among employees

Case Study 2
Medium-Sized Defense Contractor Optimizes CMMC Compliance 

Background: 

A medium-sized defense contractor with multiple locations 
struggled to maintain consistent CMMC compliance across 
its operations. Limited inhouse resources and a decentralized 
IT infrastructure led to inconsistencies in security controls and 
compliance efforts.

MSP Approach:

1.	 Implemented a centralized compliance management 
platform to standardize security controls across all locations

2.	 Provided a dedicated team of cybersecurity experts to 
support ongoing compliance efforts

3.	 Developed and implemented a comprehensive risk 
management program



4.	 Established continuous monitoring and vulnerability 
management processes

5.	 Created a customized dashboard for real-time visibility into 
compliance status across the organization

6.	 Conducted quarterly security assessments and provided 
remediation support

Results: 

•	 Achieved and maintained CMMC Level 4 compliance across 
all locations

•	 Reduced compliance-related costs by 40% through 
standardization and automation

•	 Improved incident response time by 60% with centralized 
monitoring and management

•	 Enhanced ability to bid on high-value defense contracts, 
resulting in a 25% increase in contract win rate

Case Study 3
Large Aerospace Company Streamlines CMMC Compliance 

 
Background:

A large aerospace company with diverse business units and a 
complex supply chain faced challenges in ensuring consistent 
CMMC compliance across its operations and third-party vendors. 
The company sought to streamline its compliance efforts and 
improve supply chain security.

MSP Approach:

1.	 Implemented a centralized compliance management 



platform integrated with the company’s existing IT 
infrastructure 

2.	 Developed a comprehensive vendor risk management 
program aligned with CMMC requirements 

3.	 Created automated workflows for compliance assessments, 
remediation tracking, and reporting 

4.	 Provided ongoing threat intelligence and security monitoring 
services 

5.	 Established a dedicated CMMC program office to coordinate 
compliance efforts across business units 

6.	 Conducted regular tabletop exercises and simulations to test 
incident response capabilities

Results:

•	 Successfully achieved and maintained CMMC Level 5 
compliance across all business units

•	 Improved supply chain security by ensuring 95% of critical 
vendors met CMMC requirements

•	 Reduced time spent on compliance-related activities by 50% 
through automation and centralized management

•	 Enhanced cybersecurity posture, leading to a 70% reduction 
in security incidents

•	 Improved competitive advantage in securing classified 
defense contracts 

These case studies demonstrate the significant value that 
can be derived from partnering with the right MSP for CMMC 
compliance. By carefully evaluating potential MSP partners 
based on the key criteria, asking the right questions, and 



being aware of potential red flags, organizations can increase 
their chances of forming a successful and mutually beneficial 
partnership.

Selecting the right MSP partner can be a game-changer, 
enabling organizations to navigate the complexities of CMMC 
compliance while focusing on their core business objectives. 
The right partnership can lead to improved security posture, cost 
savings, operational efficiencies, and enhanced competitiveness 
in the defense industry.

As organizations in the Defense Industrial Base continue to 
grapple with the challenges of CMMC compliance, the role of 
MSPs as strategic partners will become increasingly important. 
By following the guidance outlined in this chapter, organizations 
can make informed decisions in selecting an MSP partner that will 
support their CMMC compliance journey and contribute to their 
long-term success in the defense industry.



CHAPTER 5

SCOPING AND 
CONTRACTING 
CONSIDERATIONS 
FOR CMMC 
COMPLIANCE  
WITH AN MSP

As an expert in managed services and CMMC, I cannot overstate 
the importance of carefully scoping and contracting your 
partnership with a Managed Service Provider (MSP) for CMMC 
compliance. The success of your CMMC journey largely depends 
on establishing clear expectations, responsibilities, and legal 
parameters from the outset. In this chapter, we’ll delve into the 
critical aspects of scoping your MSP engagement and crafting a 
robust contract that sets the foundation for a successful CMMC 
compliance partnership.

Determining CMMC Scope

The first and most crucial step in engaging an MSP for CMMC 
compliance is accurately determining which parts of your 
business fall under the CMMC purview. This process is more 
complex than it might initially appear and requires a deep 
understanding of both your business operations and the CMMC 



framework. 

Begin by conducting a comprehensive information flow analysis. 
Map out how Controlled Unclassified Information (CUI) moves 
through your organization. This includes identifying all systems, 
networks, and processes that handle CUI, from initial receipt to 
final disposition. Don’t forget to consider both digital and physical 
forms of CUI.

Next, assess your entire supply chain. CMMC compliance often 
extends beyond your immediate operations to include suppliers, 
subcontractors, and partners. Identify all entities in your Defense 
Industrial Base (DIB) supply chain and evaluate their access 
to your systems and CUI. Review your existing and potential 
Department of Defense (DoD) contracts. These will often 
specify the required CMMC level and may include additional 
cybersecurity clauses that impact your compliance scope. 

Consider your organization’s future growth plans. If you’re 
planning to expand into new areas of the DIB or take on 
contracts requiring a higher CMMC level, factor these into your 
scoping process.

Lastly, don’t overlook legacy systems and potential shadow IT. 
Old systems that still handle CUI but aren’t part of your main 
IT infrastructure, as well as unofficial tools employees might be 
using, need to be included in your CMMC scope.



Required Services and Deliverables

Once you’ve determined your CMMC scope, it’s time to outline 
the specific services and deliverables you’ll require from your 
MSP. Based on my experience, here are the key areas you should 
consider:

	‣ Initial Assessment and Gap Analysis: Your MSP should 
conduct a thorough evaluation of your current 
cybersecurity posture against CMMC requirements. This 
should result in a detailed gap analysis report and a 
prioritized remediation plan.

	‣ Security Control Implementation: Expect your MSP to design 
and implement the necessary security controls to address 
identified gaps. This may include configuring systems, 
developing policies and procedures, and integrating new 
security technologies.

	‣ Continuous Monitoring and Vulnerability Management: Your 
MSP should provide ongoing monitoring of your systems, 
regular vulnerability scans, and penetration testing. They 
should also offer threat intelligence services to keep you 
informed of emerging risks.

	‣ Incident Response and Breach Management: Ensure your 
MSP can develop and maintain incident response plans, 
establish a Security Operations Center (SOC), and provide 
24/7 incident detection and response services.

	‣ Compliance Documentation and Reporting: Your MSP 
should assist in developing and maintaining all necessary 
CMMC documentation, including System Security Plans 
(SSP) and Plans of Action and Milestones (POA&M).

	‣ Employee Training and Awareness Programs: Look for an 
MSP that can develop and deliver role-based security 



awareness training, conduct simulated phishing exercises, 
and track employee training completion.

	‣ CMMC Assessment Support: Your MSP should be able 
to prepare you for CMMC assessments, coordinate 
with C3PAOs, and provide support during and after the 
assessment process.

	‣ Risk Management: Expect regular risk assessments, 
development of risk registers, and implementation of risk 
mitigation strategies.

	‣ Third-Party Vendor Management: Your MSP should be able 
to assess and monitor the cybersecurity practices of your 
vendors and subcontractors.

	‣ Cloud Security Management: If you use cloud services, 
ensure your MSP can implement and manage cloud 
security controls and monitor your cloud environments. 

Pricing Models and SLAs

When it comes to pricing, MSPs typically offer several models. 
Fixed fee, time and materials, subscription-based, tiered pricing, 
and valuebased pricing are common options. Each has its pros 
and cons, and the best choice depends on your organization’s 
size, complexity, budget, and risk tolerance.

In my experience, a hybrid model often works well for CMMC 
compliance services. For example, you might agree on a fixed 
fee for the initial assessment and implementation phase, then 
switch to a subscription model for ongoing monitoring and 
maintenance services.



Regardless of the pricing model, robust Service Level Agreements 
(SLAs) are crucial. Your SLAs should clearly define:

	‣ Service availability and support hours

	‣ Response times for different issue severities

	‣ Resolution times for incidents and problems

	‣ Performance metrics for ongoing services

	‣ Reporting frequency and content

	‣ Escalation procedures 

Include provisions for penalties or remedies if the MSP fails to 
meet these SLAs, but ensure these are fair and encourage a 
partnership approach rather than an adversarial one. 

Regulatory and Legal Consider-
ations

CMMC compliance involves handling sensitive information 
and adhering to strict government regulations. Therefore, your 
contract with the MSP must address several key legal and 
regulatory issues: 

	‣ Data Protection and Confidentiality: Ensure the MSP has 
robust data protection measures and adheres to relevant 
privacy regulations. Include specific clauses on data 
handling, storage, and deletion.

	‣ Intellectual Property and Non-Disclosure: Clearly define IP 
ownership and include comprehensive NDAs to protect 
your sensitive information.

	‣ Liability and Indemnification: Set clear liability limits and 
include indemnification clauses to protect against third-



party claims.

	‣ Compliance Requirements: Ensure the MSP demonstrates a 
thorough understanding of CMMC and related regulations. 
Include clauses requiring them to stay current with 
regulatory changes.

	‣ Termination and Transition: Define clear terms for contract 
termination and include provisions for the orderly transition 
of services.

	‣ Subcontractor Management: Require disclosure and 
approval of any subcontractors and ensure they’re held to 
the same standards as the primary MSP.

	‣ Audit Rights: Include provisions allowing you to audit the 
MSP’s compliance with contract terms.

	‣ Dispute Resolution: Define processes for resolving disputes, 
including escalation procedures.

	‣ Regulatory Reporting: Clarify responsibilities for reporting 
security incidents to relevant authorities.

	‣ Export Control: Address any export control considerations, 
especially if dealing with ITAR-controlled data.  

Properly scoping and contracting your MSP engagement for 
CMMC compliance is a complex but crucial process. It requires 
a deep understanding of your organization’s operations, the 
CMMC framework, and the managed services landscape. By 
thoroughly addressing the areas outlined in this chapter, you can 
establish a solid foundation for a successful CMMC compliance 
partnership with your chosen MSP.

Remember, CMMC compliance is an ongoing journey, not a 
destination. Your relationship with your MSP should be viewed as 



a long-term partnership that evolves as your needs change and 
the CMMC framework matures. Regular reviews and adjustments 
to your scope, services, and contract terms will be necessary to 
ensure ongoing alignment and effectiveness.

By taking a comprehensive and considered approach to these 
scoping and contracting considerations, you set the stage for 
a productive collaboration that enhances your organization’s 
cybersecurity posture, ensures CMMC compliance, and 
ultimately strengthens your position in the Defense Industrial Base.





CHAPTER 6

IMPLEMENTING A 
CMMC COMPLIANCE 
PROGRAM WITH  
AN MSP

Achieving and maintaining Cybersecurity Maturity Model 
Certification (CMMC) compliance is a collaborative journey 
that unites contractors and Managed Service Providers 
(MSPs) in pursuit of a common goal: enhancing cybersecurity 
posture and protecting sensitive information within the Defense 
Industrial Base. This chapter explores the symbiotic relationship 
between contractors and MSPs, highlighting how their shared 
objectives drive successful CMMC implementation and ongoing 
compliance.

The Shared Vision of CMMC  
Compliance

Before delving into the specifics of implementation, it’s crucial to 
understand the shared vision that underlies the contractor-MSP 
partnership in CMMC compliance:

Mutual Benefits
Both contractors and MSPs recognize that CMMC compliance 
is not merely a regulatory hurdle but a strategic advantage. 



For contractors, it opens doors to lucrative Department of 
Defense (DoD) contracts and demonstrates a commitment to 
cybersecurity excellence. For MSPs, it represents an opportunity 
to deliver high-value services and establish long-term partnerships 
with clients in the defense sector.

Shared Responsibility 
CMMC compliance is a shared responsibility that leverages the 
strengths of both parties. Contractors bring deep knowledge 
of their business operations and industry-specific challenges, 
while MSPs contribute specialized cybersecurity expertise and 
advanced technological capabilities.

Continuous Improvement
Both parties understand that CMMC compliance is not a one-
time achievement but an ongoing journey of improvement. This 
shared perspective fosters a culture of continuous learning and 
adaptation to evolving cybersecurity threats and regulatory 
requirements. 

Typical Phases of a CMMC Compli-
ance Project

A well-structured CMMC compliance project typically unfolds 
through the following phases, with the contractor and MSP 
working in tandem throughout:

Initial Assessment and Gap Analysis
In this crucial first phase, the MSP and contractor collaborate to 
gain a comprehensive understanding of the current cybersecurity 



	‣ Assists in the configuration and optimization of security tools

Contractor Contribution: 

	‣ Facilitates organizational changes necessary for 
implementation

	‣ Ensures employee participation in new processes and 
procedures 

	‣ Provides feedback on the practical application of new 
controls

Key activities in this phase often include:

	‣ Deployment of new security technologies

	‣ Development and refinement of security policies and 
procedures

	‣ Implementation of enhanced access controls and data 
protection measures

	‣ Delivery of employee training and awareness programs

Continuous Monitoring and Maintenance
The MSP and contractor establish a partnership for ongoing 
security management. This phase is critical for maintaining CMMC 
compliance over time and adapting to evolving threats and 
requirements.

MSP Contribution:

	‣ Implements advanced monitoring tools and systems

	‣ Provides ongoing threat intelligence and security updates - 
Offers 24/7 incident detection and response capabilities

Contractor Contribution:

	‣ Ensures day-to-day adherence to security practices



	‣ Reports any security incidents or anomalies promptly - 
Participates in regular security reviews and updates

Key components of this phase include:

	‣ Real-time monitoring of network and system activities

	‣ Regular vulnerability assessments and penetration testing

	‣ Continuous updating of security policies and procedures

	‣ Periodic security awareness training for employees

CMMC Assessment and Certification
As the project culminates in the official CMMC assessment, the 
MSP and contractor present a united front. The MSP’s guidance 
and the contractor’s thorough preparation combine to showcase 
the organization’s enhanced security posture.

MSP Contribution:

	‣ Assists in preparing documentation for the CMMC 
assessment

	‣ Conducts pre-assessment audits to identify any last-minute 
issues

	‣ Provides support during the actual CMMC assessment 
process

Contractor Contribution: 

	‣ Ensures all personnel are prepared for the assessment 

	‣ Facilitates access and information for CMMC assessors

	‣ Demonstrates practical implementation of security controls

This phase typically involves:

	‣ Gathering and organizing evidence of compliance

	‣ Briefing key personnel on the assessment process



landscape within the organization.

MSP Contribution: 

	‣ Brings deep knowledge of CMMC requirements and 
assessment methodologies 

	‣ Provides advanced assessment tools and techniques 

	‣ Offers an objective, third-party perspective on the 
organization’s security posture

Contractor Contribution:

	‣ Provides access to systems, networks, and documentation

	‣ Offers insights into business processes and workflows

	‣ Shares information about existing security measures and 
past assessments

Together, they conduct a thorough evaluation that includes: 

	‣ Review of existing policies, procedures, and technical 
controls 

	‣ Analysis of network architecture and system configurations 

	‣ Assessment of data handling practices and access controls 

	‣ Evaluation of employee awareness and training programs 
The outcome is a detailed gap analysis report that serves as 
the foundation for subsequent phases.

Remediation Planning
Drawing on the assessment results, the MSP and contractor jointly 
develop a tailored remediation plan. This collaborative approach 
ensures that the plan aligns with both CMMC requirements and 
the contractor’s business objectives.

MSP Contribution:



	‣ Develops a comprehensive remediation strategy based on 
CMMC requirements

	‣ Prioritizes actions based on risk levels and compliance 
impact Provides cost estimates and resource requirements 
for remediation activities

Contractor Contribution: 

	‣ Offers insights into operational constraints and business 
priorities

	‣ Helps identify quick wins and long-term strategic initiatives

	‣ Ensures the plan aligns with overall business goals and 
budget considerations

The resulting remediation plan typically includes:

	‣ Prioritized list of action items

	‣ Timeline for implementation

	‣ Resource allocation recommendations

	‣ Risk mitigation strategies for high-priority items 

Implementaion and Remediation
During this phase, the MSP’s technical expertise complements the 
contractor’s operational knowledge. Together, they implement 
necessary security controls, policies, and procedures, fostering a 
robust security environment.

MSP Contribution:

	‣ Provides technical expertise for implementing new security 
controls

	‣ Offers guidance on best practices for policy and procedure 
development



	‣ Coordinating with the CMMC Third Party Assessment 
Organization (C3PAO)

	‣ Addressing any findings or recommendations from the 
assessment

Roles and Responsibilities:  
A Unified Approach

The success of a CMMC compliance project hinges on the 
seamless integration of MSP and contractor efforts. While 
roles may be distinct, the overarching goal of achieving and 
maintaining compliance unites both parties.

MSP Responsibilities:

	‣ Provide expert guidance on CMMC requirements and 
cybersecurity best practices

	‣ Conduct comprehensive assessments and develop detailed 
remediation plans

	‣ Implement advanced security controls and monitoring 
systems

	‣ Offer ongoing support, including incident response and 
threat intelligence services

	‣ Assist in preparing for and supporting CMMC assessments

	‣ Provide regular reports and updates on the organization’s 
security posture

	‣ Stay informed about changes to CMMC requirements and 
emerging cyber threats

Contractor Responsibilities:

	‣ Allocate necessary resources and champion the 



compliance initiative within the organization

	‣ Provide access to systems, documentation, and personnel 
for assessments and implementation

	‣ Implement and maintain day-to-day security practices and 
controls

	‣ Ensure employee participation in security awareness and 
training programs

	‣ Report security incidents and anomalies promptly

	‣ Facilitate necessary organizational changes to support 
CMMC compliance

	‣ Maintain open communication with the MSP about any 
changes in business operations that may affect compliance  

By embracing these complementary roles, MSPs and contractors 
create a powerful synergy that drives CMMC compliance 
forward and ensures its long-term sustainability. 

Navigating Challenges Together
While implementing a CMMC compliance program can present 
challenges, a strong contractor-MSP partnership can effectively 
address these:



Alignment of Objectives
Both parties recognize that CMMC compliance is not just a 
regulatory requirement but a strategic advantage. This shared 
vision helps overcome any initial hurdles in the compliance 
journey. 
Strategy for Success: 

	‣ Conduct regular alignment sessions to ensure both parties 
are working towards the same goals

	‣ Develop a shared roadmap that outlines short-term and 
long-term compliance objectives

	‣ Establish key performance indicators (KPIs) that reflect both 
compliance status and business impact

Resource Optimization
The MSP’s expertise complements the contractor’s internal 
resources, ensuring efficient use of time and budget in achieving 
compliance.

Strategy for Success:

	‣ Conduct a skills gap analysis to identify areas where MSP 
expertise can be best leveraged

	‣ Develop a resource allocation plan that balances internal 
capabilities with MSP services

	‣ Implement cross-training initiatives to enhance the 
contractor’s internal cybersecurity capabilities over time

Adapting to Evolving Requirements
The dynamic nature of cybersecurity is viewed as an opportunity 
for continuous improvement. The MSP’s up-to-date knowledge 
and the contractor’s adaptability create a responsive 



compliance program.

Strategy for Success: 

	‣ Establish a joint task force to monitor changes in CMMC 
requirements and emerging threats

	‣ Develop an agile approach to compliance that allows for 
quick adjustments to security controls and processes

	‣ Conduct regular tabletop exercises to test the 
organization’s ability to respond to new types of cyber 
threats

Maintaining Ongoing Compliance
Both parties understand that CMMC compliance is an ongoing 
process. The MSP’s continuous monitoring capabilities and the 
contractor’s commitment to security practices ensure sustained 
compliance.

Strategy for Success:

	‣ Implement automated compliance monitoring tools to 
provide real-time visibility into the organization’s security 
posture

	‣ Establish a regular cadence of internal audits and 
assessments

	‣ Develop a continuous improvement program that 
encourages employees to identify and report potential 
security enhancements 



Best Practices for Collaborative 
Success

To maximize the effectiveness of the contractor-MSP partnership, 
consider these best practices:

Establish Open Communication Channels
Regular meetings and transparent information sharing foster a 
collaborative environment where both parties can contribute 
their unique insights.

Implementation Tips: 

	‣ Schedule weekly status meetings to review progress and 
address any issues

	‣ Implement a shared project management platform for real-
time updates and collaboration

	‣ Establish clear escalation procedures for urgent security 
matters

Align Goals and Expectations
Clearly define shared objectives and key performance indicators 
to ensure both the MSP and contractor are working towards the 
same outcomes.

Implementation Tips:

	‣ Develop a joint charter that outlines the goals of the CMMC 
compliance program

	‣ Create a balanced scorecard that measures both 
compliance status and business impact

	‣ Conduct quarterly reviews to assess progress and realign 



objectives as needed

Leverage Complementary Strengths
Recognize and utilize the unique strengths of both the MSP and 
the contractor. The MSP’s technical expertise combined with 
the contractor’s operational knowledge creates a powerful 
compliance engine.

Implementation Tips: 

	‣ Conduct a SWOT analysis to identify the strengths and 
weaknesses of both parties

	‣ Develop integrated teams that combine MSP and 
contractor personnel for key initiatives

	‣ Implement a knowledge sharing program to cross-pollinate 
expertise between the MSP and contractor

Embrace Continuous Learning 
Both parties should commit to ongoing education about CMMC 
requirements and emerging cybersecurity best practices. This 
shared commitment to learning drives continuous improvement.

Implementation Tips:

	‣ Establish a joint training calendar that includes both 
technical and nontechnical topics

	‣ Encourage participation in industry conferences and 
webinars

	‣ Implement a mentorship program where MSP experts 
can guide contractor personnel in developing advanced 
cybersecurity skills 



Celebrate Shared Successes
Acknowledge and celebrate milestones in the compliance 
journey together. This reinforces the partnership and motivates 
ongoing collaboration.

Implementation Tips:

	‣ Establish a recognition program that highlights contributions 
from both MSP and contractor personnel

	‣ Communicate successes to all stakeholders, including senior 
management and employees

	‣ Use achievements as case studies to demonstrate the value 
of the partnership both internally and externally 

Implementing a CMMC compliance program is a joint endeavor 
that brings contractors and MSPs together in pursuit of enhanced 
cybersecurity. By leveraging their combined expertise, resources, 
and commitment, contractors and MSPs can navigate the path 
to CMMC compliance efficiently and effectively.

This collaborative approach not only ensures compliance with 
CMMC requirements but also cultivates a robust security culture 
that extends beyond mere regulatory adherence. It positions 
contractors to thrive in an increasingly security-conscious defense 
industry while allowing MSPs to deliver exceptional value to their 
clients.

The contractor-MSP partnership in CMMC compliance represents 
a new paradigm in cybersecurity management. It’s a relationship 
built on shared goals, mutual trust, and a commitment to 
excellence. As cyber threats continue to evolve and regulatory 



requirements become more stringent, this collaborative model 
will become increasingly vital for organizations in the Defense 
Industrial Base.

Remember, the journey to CMMC compliance is one of shared 
goals and mutual success. By fostering a strong contractor-
MSP partnership, organizations can transform the challenge of 
compliance into an opportunity for cybersecurity excellence, 
positioning themselves as leaders in their field and trusted partners 
in the defense supply chain.

As you embark on or continue your CMMC compliance journey, 
embrace the power of collaboration. Work closely with your MSP 
partner, leverage each other’s strengths, and remain committed 
to the shared vision of a more secure and resilient defense 
industry. Together, you can achieve not just compliance, but true 
cybersecurity maturity that will serve as a cornerstone of your 
organization’s success for years to come.



CHAPTER 7

MAINTAINING  
CMMC COMPLIANCE  
OVER TIME

Achieving Cybersecurity Maturity Model Certification (CMMC) 
compliance is a significant milestone, but maintaining that 
compliance over time presents its own set of challenges. The 
cybersecurity landscape is constantly evolving, with new threats 
emerging and standards being updated to address emerging 
risks. Additionally, changes within an organization, such as 
employee turnover or the adoption of new technologies, can 
impact its compliance posture. In this chapter, we will explore 
comprehensive strategies for adapting to changes in the CMMC 
standard, handling employee turnover and training, preparing for 
re-assessments and audits, and fostering a culture of continuous 
improvement in cybersecurity practices.

Adapting to Changes in the CMMC 
Standard

The CMMC standard is not static; it is subject to periodic updates 
and revisions to reflect the latest cybersecurity best practices and 
address emerging threats. As the standard evolves, organizations 
must be prepared to adapt their security controls and processes 
accordingly. Partnering with a Managed Service Provider (MSP) 
can be advantageous in this regard, as they stay abreast of the 



latest developments and can provide guidance on implementing 
necessary changes.

Recent developments in the CMMC framework underscore 
the need for adaptability. For instance, the Department of 
Defense (DoD) announced CMMC 2.0 in November 2021, which 
introduced significant changes to the framework [1].

These changes included:

	‣ Reducing the model from five levels to three

	‣ Eliminating CMMC-unique practices

	‣ Allowing annual self-assessments for Level 1 and some Level 
2 programs 

When updates to the CMMC standard are released, 
organizations should work closely with their MSP to:

	‣ Assess the impact of changes: 

	‣ Conduct a comprehensive review of the updated CMMC 
requirements

	‣ Identify gaps between current practices and new 
requirements

	‣ Evaluate the potential impact on existing contracts and 
future opportunities

Develop an adaptation plan:

	‣ Prioritize necessary changes based on criticality and 
resource availability



	‣ Create a timeline for implementing updates to policies, 
procedures, and technical controls

	‣ Allocate budget and resources for adaptation efforts

Implement necessary changes: 

	‣ Update policies and procedures to align with new CMMC 
requirements

	‣ Reconfigure systems and networks as needed

	‣ Develop and deliver updated training programs for 
employees

Validate and document changes:

	‣ Conduct internal audits to verify the effectiveness of 
updated controls

	‣ Update all relevant documentation, including System 
Security Plans (SSP) and Plans of Action and Milestones 
(POAM)

	‣ Perform penetration testing and vulnerability assessments to 
ensure robustness of new controls 

By proactively addressing changes to the CMMC standard, 
organizations can maintain their compliance and ensure that 
their security practices remain up-to-date and effective.



Handling Employee Turnover and 
Training

Employee turnover is a natural part of any organization, but it 
can pose challenges for maintaining CMMC compliance. When 
key personnel responsible for cybersecurity or compliance efforts 
leave the organization, it is essential to have processes in place to 
ensure a smooth transition and knowledge transfer.

Recent studies highlight the importance of addressing this 
challenge. The 2021 (ISC)² Cybersecurity Workforce Study 
reported a global cybersecurity workforce gap of 2.72 million 
professionals [2]. This shortage underscores the need for robust 
strategies to manage turnover and maintain compliance.

 
Organizations should work with their MSP to:

1.	 Identify critical roles and responsibilities:

	‣ Map out key positions involved in CMMC compliance efforts

	‣ Document the specific duties and knowledge required for 
each role

	‣ Identify potential single points of failure in the compliance 
program

2.	 Develop comprehensive documentation and knowledge-
sharing processes:

	‣ Create detailed standard operating procedures (SOPs) for 
all compliance-related tasks

	‣ Implement a centralized knowledge base or wiki for storing 
and sharing critical information



	‣ Establish regular knowledge-sharing sessions or “lunch and 
learn” events

3.	 Implement cross-training programs: 

	‣ Develop a matrix of skills required for CMMC compliance

	‣ Create a cross-training plan to ensure multiple employees 
can perform critical tasks

	‣ Rotate responsibilities periodically to build a well-rounded 
team

	‣ Conduct regular employee training and awareness 
campaigns:

	‣ Develop a comprehensive cybersecurity training program 
that covers CMMC requirements

	‣ Utilize a variety of training methods, including e-learning, 
workshops, and simulations

	‣ Implement a security awareness program with regular 
updates and reinforcement

4.	 Establish an onboarding and offboarding process:

	‣ Create a thorough onboarding program for new hires that 
includes CMMC-specific training

	‣ Implement a structured offboarding process to ensure 
knowledge transfer before departures

	‣ Conduct exit interviews to gather insights on improving the 
compliance program 

Effective employee training is crucial not only for new hires but 
also for existing employees. Cybersecurity threats and best 
practices are constantly evolving, and regular training can help 
keep employees informed and vigilant against potential risks.



Preparing for Re-assessments and 
Audits 

CMMC compliance is an ongoing process that requires 
periodic reassessments and audits to validate the continued 
effectiveness of an organization’s security controls and processes. 
These assessments may be triggered by changes within the 
organization, such as the adoption of new technologies or 
the expansion into new markets, or by updates to the CMMC 
standard itself.

The frequency and scope of re-assessments can vary depending 
on the CMMC level and specific contract requirements. For 
example, under CMMC 2.0, Level 1 and some Level 2 programs 
may only require annual self-assessments, while higher-risk 
programs will need triennial third-party assessments [3]. 

To prepare for re-assessments and audits, organizations should 
collaborate with their MSP to:

Conduct regular internal assessments: 

	‣ Perform quarterly or semi-annual internal audits of CMMC 
controls

	‣ Use automated tools to continuously monitor compliance 
status

	‣ Conduct regular vulnerability scans and penetration tests

Maintain comprehensive documentation: 

	‣ Keep all compliance-related documentation up-to-date 
and easily accessible

	‣ Implement a version control system for policies and 



procedures

	‣ Maintain detailed logs of all security-related activities and 
incidents

Develop a re-assessment readiness plan:

	‣ Create a timeline for preparation activities leading up to the 
reassessment

	‣ Allocate necessary resources, including personnel and 
budget 

	‣ Identify key stakeholders and define their roles in the re-
assessment process 

Address identified gaps proactively: 

	‣ Implement a continuous improvement process to address 
any deficiencies

	‣ Prioritize remediation efforts based on risk and impact

	‣ Document all remediation activities and their outcomes

Conduct mock assessments:

	‣ Engage internal or external auditors to perform practice 
assessments

	‣ Simulate the actual assessment process as closely as 
possible 

	‣ Use results to identify and address any weaknesses before 
the official assessment  

By proactively preparing for re-assessments and audits, 
organizations can demonstrate their commitment to maintaining 
CMMC compliance and reduce the risk of potential non-
compliance findings.



Fostering a Culture of Continuous 
Improvement

Maintaining CMMC compliance is not a one-time effort; it 
requires a commitment to continuous improvement and staying 
ahead of evolving cybersecurity threats. Organizations should 
foster a culture of ongoing learning and adaptation, embracing 
best practices and leveraging the expertise of their MSP partner.

The importance of this approach is underscored by the rapidly 
evolving threat landscape. For instance, the 2021 Verizon Data 
Breach Investigations Report noted a 6% increase in breaches 
from the previous year, with 85% involving a human element [4].

To promote continuous improvement, organizations should:

1.	 Encourage open communication: 

	‣ Establish regular forums for discussing cybersecurity 
challenges and successes

	‣ Implement a system for employees to report potential 
security issues or suggest improvements

	‣ Recognize and reward employees who contribute to 
enhancing the organization’s security posture

2.	 Regularly review and update policies:

	‣ Conduct annual reviews of all cybersecurity policies and 
procedures

	‣ Engage stakeholders from various departments in the review 
process

	‣ Ensure policies align with the latest CMMC requirements and 
industry best practices 



3.	 Implement ongoing risk management:

	‣ Conduct regular risk assessments to identify new or evolving 
threats

	‣ Develop and maintain a risk register with clear ownership 
and mitigation strategies

	‣ Integrate risk management into all aspects of the 
organization’s operations

4.	 Stay informed about industry trends:

	‣ Attend cybersecurity conferences and webinars

	‣ Participate in industry forums and information-sharing groups 

	‣ Subscribe to reputable threat intelligence feeds and security 
publications

5.	 Leverage MSP expertise:

	‣ Schedule regular strategy sessions with your MSP to discuss 
emerging trends and best practices

	‣ Utilize your MSP’s broader experience and insights from 
working with multiple clients

	‣ Collaborate with your MSP to develop a long-term roadmap 
for cybersecurity maturity

6.	 Implement a formal improvement process: 

	‣ Adopt a framework like ITIL’s Continual Service Improvement 
for structured enhancement

	‣ Set clear, measurable goals for cybersecurity improvement

	‣ Regularly review and adjust improvement initiatives based 
on outcomes and changing priorities 

By embracing a mindset of continuous improvement, 
organizations can proactively address emerging risks, enhance 



their overall security posture, and maintain a robust and resilient 
cybersecurity program that aligns with the CMMC standard.

Maintaining CMMC compliance over time requires a concerted 
effort and a commitment to adaptability, employee training, 
preparedness for assessments, and continuous improvement. 
By partnering with a reputable Managed Service Provider 
and implementing the best practices outlined in this chapter, 
organizations can navigate the challenges of an ever-evolving 
cybersecurity landscape and ensure the long-term protection 
of sensitive information and their position within the Defense 
Industrial Base supply chain.

Remember that CMMC compliance is not a destination, but 
a journey. It requires ongoing vigilance, adaptation, and 
improvement. By fostering a culture of security awareness and 
continuous improvement, organizations can not only maintain 
their CMMC compliance but also enhance their overall 
cybersecurity posture, positioning themselves as trusted and 
resilient partners in the defense industry.



Chapter 8: 

The Critical Role of 
Incident Response 
Planning in 
Cybersecurity

In today’s interconnected digital landscape, cybersecurity 
incidents are no longer a matter of “if” but “when.” As 
organizations increasingly rely on technology to drive their 
operations, the potential impact of a successful cyber attack has 
never been greater. This chapter explores the vital importance 
of having a well-crafted Incident Response Plan (IRP) to 
effectively manage and mitigate the fallout from a cybersecurity 
compromise, especially when dealing with Controlled Unclassified 
Information (CUI) and meeting Cybersecurity Maturity Model 
Certification (CMMC) requirements.

Understanding Incident Response

Incident response refers to the structured approach an 
organization takes to address and manage the aftermath of 
a security breach or cyberattack. The primary goal of incident 
response is to handle the situation in a way that limits damage, 
reduces recovery time and costs, and minimizes disruption to 
business operations.



An Incident Response Plan is a documented, systematic 
approach to handling cybersecurity incidents. It outlines the 
steps an organization will take to identify, contain, eradicate, 
and recover from a security breach, as well as the roles and 
responsibilities of various team members during the response 
process.

The Imperative of Preparedness

In the chaotic aftermath of a cybersecurity incident, having 
a pre-established plan is crucial. This is particularly true for 
organizations handling CUI and seeking CMMC compliance. 
Here’s why:

	‣ Rapid Response: Time is of the essence when dealing 
with a security breach, especially one involving sensitive 
CUI. A well-prepared IRP allows for quick mobilization of 
resources and a coordinated response, potentially limiting 
the damage caused by the incident and protecting critical 
information.

	‣ Minimize Financial Impact: The costs associated with a 
data breach can be staggering. An effective IRP can 
help reduce these costs by enabling faster containment 
and more efficient recovery processes, which is crucial for 
maintaining CMMC compliance and protecting CUI.

	‣ Protect Reputation: How an organization handles 
a cybersecurity incident can significantly impact its 
reputation. For companies working with the Department of 
Defense and handling CUI, maintaining trust is paramount. 
A swift, competent response guided by a comprehensive 
IRP can help maintain stakeholder trust and mitigate 
reputational damage.



	‣ Regulatory Compliance: CMMC and other regulations 
mandate specific incident response procedures and 
timelines. Having an IRP in place ensures compliance with 
these requirements, helping avoid potential fines, legal 
repercussions, and loss of contracts.

	‣ Continuous Improvement: A well-structured IRP includes 
provisions for post-incident analysis, allowing organizations 
to learn from each event and continuously improve their 
security posture, which is essential for maintaining and 
advancing CMMC maturity levels.

Key Components of an Effective 
Incident Response Plan

An effective IRP should include the following elements, 
with special consideration for CUI protection and CMMC 
requirements:

	‣ Incident Classification: A system for categorizing different 
types of security incidents based on their severity and 
potential impact, with specific attention to incidents 
involving CUI.

	‣ Roles and Responsibilities: Clear delineation of who does 
what during an incident, including a designated Incident 
Response Team with members trained in handling CUI.

	‣ Communication Protocols: Guidelines for internal and 
external communication, including when and how to notify 
stakeholders, customers, and regulatory bodies. This should 
include specific procedures for reporting incidents involving 
CUI to the appropriate authorities as required by CMMC.

	‣ Response Procedures: Step-by-step instructions for 



containing, eradicating, and recovering from different types 
of incidents, with specific procedures for incidents involving 
CUI.

	‣ Resource Allocation: Identification of necessary tools, 
technologies, and human resources required for effective 
incident response, ensuring they meet CMMC requirements 
for handling CUI.

	‣ Documentation Requirements: Procedures for logging all 
actions taken during the incident response process for 
later analysis, potential legal purposes, and demonstrating 
CMMC compliance.

	‣ Testing and Training: Regular drills and updates to ensure the 
plan remains relevant and the team stays prepared, with 
specific scenarios involving CUI.

The Human Element: Building an 
Incident Response Culture

While having a documented IRP is crucial, its effectiveness 
ultimately depends on the people implementing it. Organizations 
must foster a culture of security awareness and incident 
readiness, especially when dealing with CUI and maintaining 
CMMC compliance. This involves:

	‣ Regular Training: Ensuring all employees understand basic 
cybersecurity principles, their role in incident prevention and 
response, and the specific requirements for handling CUI.

	‣ Simulations and Drills: Conducting regular exercises to 
test the IRP and familiarize team members with their roles, 
including scenarios specifically involving CUI.

	‣ Leadership Buy-in: Securing executive support for 



cybersecurity initiatives and incident response planning, 
emphasizing the importance of protecting CUI and 
maintaining CMMC compliance.

	‣ Continuous Improvement: Regularly reviewing and updating 
the IRP based on lessons learned from incidents, evolving 
threat landscapes, and changes in CMMC requirements.

Conclusion: Preparedness as a 
Competitive Advantage

In an era where cybersecurity incidents are increasingly common 
and potentially devastating, having a robust Incident Response 
Plan is not just a best practice—it’s a business imperative, 
especially for organizations handling CUI and seeking CMMC 
compliance. Organizations that invest in comprehensive incident 
response planning and foster a culture of security readiness 
are better positioned to weather the storm of a cybersecurity 
compromise, protect their assets and reputation, and emerge 
stronger in the aftermath of an attack.

By prioritizing incident response planning with a focus on CUI 
protection and CMMC compliance, organizations can transform 
a potential crisis into an opportunity to demonstrate resilience, 
competence, and commitment to security. This not only helps 
maintain compliance and protect sensitive information but 
also turns effective cybersecurity practices into a competitive 
advantage in today’s digital marketplace, particularly in the 
defense industrial base where CMMC compliance is crucial for 
winning contracts.





Chapter 9: 

Disaster Recovery 
Planning: Ensuring 
Business Continuity 
in the Face of 
Catastrophe

In an increasingly digital world, organizations face a multitude of 
threats that can disrupt their operations, from cyberattacks and 
natural disasters to human errors and equipment failures. While 
incident response plans focus on immediate reactions to security 
breaches, disaster recovery plans (DRPs) take a broader view, 
ensuring business continuity in the face of major disruptions. This 
chapter explores the critical importance of disaster recovery 
planning, especially for organizations handling Controlled 
Unclassified Information (CUI) and striving for Cybersecurity 
Maturity Model Certification (CMMC) compliance.

The Essence of Disaster Recovery 
Planning

A disaster recovery plan is a comprehensive document that 
outlines how an organization will resume work after a disastrous 
event. It goes beyond mere data backup, encompassing 
strategies for restoring IT infrastructure, communications systems, 
and business processes. For organizations dealing with CUI and 
subject to CMMC requirements, a robust DRP is not just good 



practice—it’s a necessity for maintaining compliance and 
protecting sensitive information.

Key Components of an Effective Di-
saster Recovery Plan

	‣ Risk Assessment and Business Impact Analysis: Identifying 
potential threats and their impact on business operations, 
with special attention to risks involving CUI.

	‣ Recovery Objectives: Establishing Recovery Time Objectives 
(RTO) and Recovery Point Objectives (RPO) for different 
systems and data, prioritizing those involving CUI.

	‣ Backup and Data Replication Strategies: Detailing methods 
for backing up and replicating data, ensuring CUI is 
protected according to CMMC standards.

	‣ Alternative Site Planning: Identifying and preparing 
alternative locations or cloud-based solutions for continuing 
operations.

	‣ IT Infrastructure Recovery: Procedures for recovering servers, 
networks, and other IT infrastructure critical for handling CUI.

	‣ Communication Plan: Protocols for internal and external 
communication during and after a disaster, including 
notifying relevant authorities about potential CUI 
compromise.

	‣ Roles and Responsibilities: Clearly defined roles for the 
disaster recovery team, including specific responsibilities 
related to CUI protection.

	‣ Testing and Maintenance: Regular testing and updating of 
the plan to ensure its effectiveness and compliance with 
evolving CMMC requirements.



The Importance of Disaster Recov-
ery Planning in CMMC Compliance

For organizations seeking or maintaining CMMC certification, a 
comprehensive DRP is crucial:

	‣ Ensuring Data Integrity: A well-executed DRP helps maintain 
the integrity of CUI even in disaster scenarios, a key 
requirement for CMMC compliance.

	‣ Demonstrating Maturity: Having a robust DRP in place 
demonstrates a high level of cybersecurity maturity, 
potentially improving an organization’s CMMC level.

	‣ Meeting Contractual Obligations: Many DoD contracts 
require contractors to have disaster recovery capabilities, 
especially for those handling CUI.

	‣ Minimizing Downtime: Quick recovery after a disaster 
helps maintain contractual obligations and protects an 
organization’s reputation in the defense industrial base.

Challenges in Disaster Recovery 
Planning

Despite its importance, disaster recovery planning faces several 
challenges:

	‣ Cost Considerations: Implementing comprehensive disaster 
recovery solutions can be expensive, requiring careful 
budgeting and resource allocation.

	‣ Complexity: As IT environments become more complex, so 
do the requirements for effective disaster recovery.

	‣ Keeping Plans Updated: Technology and threat landscapes 



evolve rapidly, necessitating regular updates to the DRP.

	‣ Testing Without Disruption: Conducting thorough tests 
of the DRP without disrupting normal operations can be 
challenging.

Best Practices for Effective Disas-
ter Recovery Planning

	‣ Prioritize Critical Systems: Identify and prioritize recovery for 
systems and data essential for handling CUI and maintaining 
CMMC compliance.

	‣ Leverage Cloud Solutions: Consider cloud-based disaster 
recovery solutions for improved scalability and reduced 
recovery times.

	‣ Implement Automated Failover: Where possible, implement 
automated failover systems to minimize downtime.

	‣ Regular Testing and Drills: Conduct frequent tests and drills 
to ensure the plan’s effectiveness and familiarize staff with 
their roles.

	‣ Document and Communicate: Ensure the DRP is well-
documented and effectively communicated to all relevant 
stakeholders.

	‣ Integrate with Incident Response: Align the DRP with 
the organization’s incident response plan for a cohesive 
approach to managing disruptions.

	‣ Consider Third-Party Expertise: Engage with disaster recovery 
specialists to enhance the plan’s effectiveness and ensure 
CMMC compliance.



Conclusion: Disaster Recovery as a 
Strategic Imperative

In today’s volatile business environment, a robust disaster 
recovery plan is not just a safeguard—it’s a strategic imperative. 
For organizations handling CUI and striving for CMMC 
compliance, effective disaster recovery planning is crucial for 
maintaining operations, protecting sensitive information, and 
upholding contractual obligations in the face of catastrophic 
events.

By investing in comprehensive disaster recovery planning, 
organizations demonstrate their commitment to resilience, data 
protection, and cybersecurity maturity. This not only helps in 
achieving and maintaining CMMC compliance but also provides 
a competitive edge in the defense industrial base, where 
the ability to quickly recover from disasters and protect CUI is 
paramount.

As threats continue to evolve and the importance of data 
protection grows, disaster recovery planning will remain a critical 
component of any organization’s overall risk management 
and compliance strategy. Those who prioritize and excel in this 
area will be best positioned to weather any storm and emerge 
stronger in its aftermath.





CONCLUSION

The Cybersecurity Maturity Model Certification (CMMC) 
represents a paradigm shift in the approach to cybersecurity 
within the Department of Defense (DoD) and its vast network of 
contractors. As the digital threat landscape continues to evolve 
at an unprecedented pace, and the protection of sensitive 
information becomes increasingly critical, CMMC compliance 
has transitioned from a mere recommendation to an absolute 
necessity for organizations operating within the Defense Industrial 
Base (DIB) supply chain.

The CMMC framework establishes a comprehensive and rigorous 
set of cybersecurity requirements and maturity levels, ensuring 
that contractors implement and maintain appropriate safeguards 
to protect Controlled Unclassified Information (CUI) and Federal 
Contract Information (FCI). The stakes for non-compliance are 
exceptionally high, with potential consequences including the 
loss of lucrative DoD contracts, substantial regulatory fines, and 
perhaps most damagingly, irreparable harm to an organization’s 
reputation within the defense sector.

For many organizations, particularly small-to-medium businesses 
(SMBs), the path to CMMC compliance is fraught with challenges. 
Limited internal resources, a lack of specialized cybersecurity 
expertise, and constrained budgets can make it exceedingly 
difficult to implement the necessary security controls, conduct 
thorough assessments, and maintain ongoing compliance. It is in 
this complex and demanding environment that Managed and 



business success will only continue to grow. Service Providers 
(MSPs) emerge as indispensable partners for DoD contractors.

The importance of having an MSP as a CMMC compliance 
partner cannot be overstated. MSPs bring to the table a unique 
combination of deep technical expertise, broad industry 
experience, and dedicated resources that are often beyond the 
reach of many contractors, especially SMBs. Here’s why an MSP 
partnership is crucial for CMMC compliance:

	‣ Specialized Expertise: CMMC compliance requires a deep 
understanding of both cybersecurity best practices and 
the specific requirements of the DoD. MSPs dedicated to 
CMMC compliance possess this specialized knowledge, 
staying abreast of the latest developments, interpretations, 
and best practices in implementing the CMMC framework.

	‣ Resource Augmentation: Many organizations, especially 
SMBs, lack the internal resources to fully address CMMC 
requirements. MSPs effectively serve as an extension of the 
organization’s IT and security teams, providing access to a 
pool of skilled professionals without the need for extensive 
hiring and training.

	‣ Cost-Effectiveness: Building and maintaining in-house 
capabilities to address all aspects of CMMC can be 
prohibitively expensive. MSPs offer a more cost-effective 
solution by distributing the cost of expertise, tools, and 
infrastructure across multiple clients.

	‣ Continuous Monitoring and Improvement: CMMC 
compliance is not a one-time achievement but an ongoing 
process. MSPs provide continuous monitoring services, 
regularly assessing the organization’s security posture and 
proactively addressing potential vulnerabilities.



	‣ Scalability and Flexibility: As organizations grow or their 
CMMC requirements change, MSPs can quickly scale their 
services to meet evolving needs. This flexibility is particularly 
valuable in the dynamic defense contracting environment.

	‣ Technology Access: MSPs invest in and maintain cutting-
edge cybersecurity tools and technologies that may be out 
of reach for individual organizations. By partnering with an 
MSP, contractors gain access to these advanced solutions 
without the associated capital expenditure.

	‣ Compliance Documentation and Reporting: CMMC 
assessments require extensive documentation. MSPs 
can assist in creating and maintaining the necessary 
documentation, ensuring it’s always up-todate and ready 
for audits.

	‣ Incident Response and Recovery: In the event of a security 
incident, MSPs provide crucial support in responding to and 
recovering from the event, minimizing potential damage 
and ensuring continued compliance.

	‣ Strategic Guidance: Beyond technical implementation, 
MSPs can serve as strategic advisors, helping organizations 
align their cybersecurity efforts with broader business 
objectives and future DoD requirements.

	‣ Focus on Core Competencies: By offloading CMMC 
compliance responsibilities to an MSP, organizations can 
focus more on their core competencies and business 
operations, rather than getting bogged down in the 
intricacies of cybersecurity compliance. 

MSPs offer a comprehensive suite of services tailored to support 
organizations in achieving and maintaining CMMC compliance. 
These services typically span the entire compliance lifecycle, 
including:



	‣ Initial assessments and gap analyses to determine the 
organization’s current security posture

	‣ Development of detailed remediation plans to address 
identified gaps

	‣ Implementation of necessary security controls and 
processes

	‣ Continuous monitoring and maintenance of the security 
environment

	‣ Regular security awareness training for employees

	‣ Preparation and support for CMMC assessments 

The partnership between DoD contractors and MSPs extends 
far beyond mere compliance. In today’s rapidly evolving 
threat landscape, MSPs serve as strategic partners, helping 
organizations enhance their overall cybersecurity posture, 
mitigate emerging risks, and adapt to new threats and regulatory 
requirements. This proactive approach not only ensures ongoing 
compliance but also positions contractors as trusted and secure 
partners within the DIB. 

Looking ahead, the future of cybersecurity regulations and 
MSP partnerships is both challenging and promising. As the 
importance of protecting sensitive information continues to 
grow, we can expect to see an increase in the adoption of 
comprehensive cybersecurity frameworks like CMMC across 
various industries. This trend will likely extend beyond the defense 
sector, as other industries recognize the value of structured 
cybersecurity maturity models.

In this evolving landscape, MSPs will play an increasingly vital role.



They will continue to adapt their services to meet new regulatory 
requirements, invest in emerging technologies to counter 
evolving threats, and develop innovative solutions to address 
the unique challenges faced by their clients. As the complexity 
of cybersecurity compliance increases, the value proposition of 
MSPs will only grow stronger.

Moreover, the role of MSPs is likely to expand beyond traditional IT 
and security services. We may see MSPs offering more specialized 
services tailored to specific industries or compliance frameworks, 
becoming true partners in their clients’ business operations and 
strategic planning.

The journey towards CMMC compliance is undoubtedly 
challenging, but it is an essential step in ensuring the integrity 
and security of the Defense Industrial Base supply chain. By 
embracing the expertise and support of Managed Service 
Providers, organizations can navigate this complex landscape 
with confidence. They can safeguard their sensitive information, 
maintain their competitive edge in the defense market, and 
contribute meaningfully to the overall security and resilience of 
the nation’s defense infrastructure.

In conclusion, as the cybersecurity landscape continues to evolve 
and the regulatory environment becomes increasingly complex, 
the partnership between DoD contractors and MSPs will become 
not just beneficial, but essential. Organizations that recognize 
the value of this partnership and invest in strong relationships 
with capable MSPs will be best positioned to thrive in the future 
of defense contracting. They will not only meet compliance 
requirements but will also build robust, resilient cybersecurity 



postures that can withstand the challenges of tomorrow’s threat 
landscape. 

The path to CMMC compliance may be demanding, but with 
the right MSP partner, it becomes a journey of continuous 
improvement, enhanced security, and strategic advantage. As 
we look to the future of cybersecurity in the defense sector and 
beyond, the role of MSPs as key enablers of compliance, security, 
and business success will only continue to grow.
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CMMC Terms & 
Acronyms Cheat 
Sheet

Thought your industry had enough acronyms? Welcome to the 
world of DoD and Cybersecurity where you’ll find a whole new 
world of terminology. Use this quick cheat sheet to reference the 
most common terms and acronyms you’ll encounter.

Program Terms

Advanced Persistent Threat (APT)
An adversary with sophisticated expertise and significant 
resources, capable of creating opportunities to achieve its 
objectives using multiple attack vectors (e.g., cyber, physical, 
and deception). APTs pursue their goals repeatedly over 
extended periods, adapt to defenders’ efforts, and maintain the 
level of interaction needed to execute their objectives.

CMMC (Cybersecurity Maturity Model Certification)
The most recent cybersecurity framework from the Department 
of Defense (DoD) designed to protect the U.S. defense supply 
chain from foreign and domestic cyber threats. CMMC aims 
to reduce the overall security risk of the defense sector by 
providing increased assurance that Defense Industrial Base 
(DIB) companies can adequately protect sensitive unclassified 
information throughout the multi-tier supply chain.



CMMC Accreditation Body (CMMC-AB)
The organization authorized by the U.S. Department of Defense 
to be the sole authoritative source for the operationalization 
of CMMC Assessments and Training within the DoD contractor 
community. The CMMC-AB oversees the training, certification, 
and accreditation of various CMMC professionals and 
organizations.

Certified CMMC Professionals (CCP)
CMMC-trained and tested cybersecurity professionals who work 
on assessment teams but are not sanctioned to lead assessments. 
CCPs represent an entry-level position in the CMMC assessment 
hierarchy and play a crucial role in supporting the assessment 
process.

Certified CMMC Assessors (CCA)
CMMC-trained and certified professionals sanctioned to lead 
CMMC assessments. Their certification level (CA-1 to CA-5) 
corresponds to the highest Maturity Level they are authorized to 
assess. CCAs can deliver certified consultations and assessments, 
ensuring organizations meet the required CMMC standards.

Licensed Partner Publisher (LPP)
An entity licensed to publish CMMC-related educational courses 
and content. LPPs may include universities, online schools, or 
professional schools, and they play a crucial role in developing 
and disseminating CMMC knowledge and training materials.



Licensed Training Provider (LTP)
An organization licensed to provide CMMC-related education 
and training materials. LTPs can include universities, colleges, 
online schools, professional schools, and internal corporate 
training departments. They are responsible for delivering high-
quality CMMC training to professionals in the field.

Organization Seeking Certification (OSC)
Companies within the Defense Industrial Base (DIB) that are 
seeking CMMC certification for Maturity Levels 1-5. OSCs must 
undergo assessment by a Certified Third-Party Assessment 
Organization (C3PAO) to achieve CMMC certification at the 
required level for their DoD contracts.

Registered Practitioner (RP)
Professionals authorized by the CMMC-AB to provide non-certified 
advisory services, informed by basic training on the CMMC 
standard. RPs can offer guidance and support to organizations 
preparing for CMMC certification but cannot conduct certified 
CMMC assessments.

Registered Provider Organization (RPO)
Organizations authorized by the CMMC-AB to provide advice, 
consulting, and recommendations to OSCs. While RPOs cannot 
conduct certified assessments, they play a vital role in helping 
organizations prepare for CMMC certification by offering 
expertise and guidance on meeting CMMC requirements.



Third-Party Assessor Organization (C3PAO) 
Organizations authorized by the CMMC-AB to manage the 
CMMC assessment process for Organizations Seeking Certification 
(OSCs). C3PAOs are the only entities through which defense 
contractors and subcontractors can obtain CMMC certification, 
ensuring standardized and impartial assessments across the 
defense industry.

CMMC Framework
A comprehensive structure built on three key elements: Security 
domains, Capabilities, and Controls (Practices). When combined, 
these elements prescribe best practices for protecting an 
organization and its associated Federal Contract Information 
(FCI) and Controlled Unclassified Information (CUI) across five 
cybersecurity maturity levels.

CMMC Maturity Level (ML)
A tiered system comprising five levels of cyber maturity, each 
designed to accommodate different cybersecurity needs 
within the Defense Industrial Base. The levels range from basic 
cybersecurity hygiene (Level 1) to advanced practices capable 
of defending against sophisticated Advanced Persistent Threats 
(Level 5).

Controlled Unclassified Information (CUI)
Information that requires safeguarding or dissemination controls 
according to and consistent with laws, regulations, and 
government-wide policies. CUI excludes classified information 
under Executive Order 13526 or the Atomic Energy Act of 1954, as 
amended.



Covered Defense Information (CDI)
A term used to identify information that requires protection under 
DFARS Clause 252.204-7012. This includes unclassified controlled 
technical information (CTI) or other information described in the 
CUI Registry that requires safeguarding or dissemination controls.

Defense Industrial Base (DIB)
The worldwide industrial complex that enables research and 
development, design, production, delivery, and maintenance of 
military weapons systems, subsystems, and components or parts 
to meet U.S. military requirements. The DIB includes approximately 
300,000 companies in the supply chain.

Defense Federal Acquisition Regulation Supplement 
(DFARS)
A set of cybersecurity regulations administered by the 
Department of Defense (DoD) for external contractors and 
suppliers. DFARS implements and supplements the Federal 
Acquisition Regulation (FAR) and provides detailed information 
about applying the regulation for DoD contractors, including 
minimum requirements and options to meet compliance 
standards.

Federal Contract Information (FCI)
Information provided by or generated for the Government 
under a contract to develop or deliver a product or service 
to the Government. FCI excludes information provided by the 
Government to the public or simple transactional information 
necessary to process payments.



Plan of Action and Milestones (POA&M)
A document that identifies tasks needing to be accomplished. 
It details resources required to accomplish the elements of 
the plan, any milestones in meeting the tasks, and scheduled 
completion dates for the milestones. In the context of CMMC, a 
POA&M outlines how an organization will address cybersecurity 
risks related to their information systems.

Process Maturity
In CMMC, Process Maturity refers to the extent to which an 
organization has explicitly and consistently deployed processes 
that are documented, managed, measured, controlled, and 
continuously improved. CMMC assesses process maturity through 
specific activities (DD.999, DD.998, DD.997, DD.996, DD.995) that 
organizations implement to achieve maturity of process.

Security Domain
An environment or context that includes a set of system resources 
and a set of system entities that have the right to access the 
resources. This access is defined by a common security policy, 
security model, or security architecture. In CMMC, security 
domains represent key areas of cybersecurity practice.

Supply Chain Risk Management (SCRM)
A systematic process for managing supply chain risk by identifying 
susceptibilities, vulnerabilities, and threats throughout the supply 
chain. SCRM involves developing mitigation strategies to combat 
threats presented by suppliers, supplied products and their 
subcomponents, or the supply chain itself, covering the entire 
lifecycle from initial production to disposal.



System Security Plan (SSP)
A formal document prepared by the information system 
owner that provides an overview of the security requirements 
for the system and describes the security controls in place or 
planned for meeting those requirements. The SSP may include 
supporting appendices or references to other key security-related 
documents such as a risk assessment, privacy impact assessment, 
contingency plan, security configurations, configuration 
management plan, and incident response plan.



Free CMMC 
Compliance Readiness 

Assessment

Is your organization prepared for 
CMMC certification?

Are you a Department of Defense contractor or subcontractor? 
Ensure your cybersecurity measures align with CMMC 
requirements. Our free assessment will help you understand your 
current readiness and identify key areas for improvement.

What You’ll Get:

	‣ A comprehensive evaluation of your current cybersecurity 
posture

	‣ Identification of gaps in your CMMC compliance

	‣ Customized recommendations for improvement

	‣ Insights into which CMMC level you’re currently aligned with

	‣ A roadmap for achieving your target CMMC level



Get Your Free Assessment Now

How It Works:

1.	 Fill out our simple questionnaire

2.	 Our experts review your responses

3.	 We prepare a detailed report of findings

4.	 Schedule a call to review your results and next steps

Privacy Guarantee: We respect your privacy. Your information will 
never be shared or sold.



Why Choose Our Free Assessment:

	‣ Expert Analysis: Our team of CMMC specialists will review 
your systems and processes

	‣ No Obligation: This assessment comes with no strings 
attached

	‣ Quick Turnaround: Receive your results within 5 business 
days

	‣ Confidential: Your information is kept strictly confidential

Who Should Take This Assessment:

	‣ DoD contractors and subcontractors

	‣ Organizations handling Controlled Unclassified Information 
(CUI)

	‣ Companies preparing for CMMC certification

	‣ Businesses looking to improve their cybersecurity posture

Questions? Contact us at sabrina@braintek.com  
or call 281-367-8253 ext 3.








