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Compliance, Risk & Resilience:

CYBERSECURITY STRATEGY, POLICY & MATURITY

Management and the boards are responsible for
safeguarding organizations’ mission-critical assets. Today,
80-85% of corporate assets are digital, protected by the
information security program.

The basis of sound information security should be a
profound understanding of the organization’s cybersecurity
posture, its strategy to pursue its desired level of cyber
maturity, and the operating model that supports

that strategy, based on risk appetite and business
objectives.

It is fundamental that managers and board members tasked
with cybersecurity oversight—whether measured against a
cybersecurity framework, standard, regulation, industry
benchmark, or general best practice—should come to expect
unvarnished insight into the level of maturity of their
organizations, so adjustments can be made to bring their
cybersecurity aspirations in line with the current state of
their practices and capabhilities.

RISK-BASED STRATEGY

Cybersecurity strategy and the policies that support the strategy should be based on the organization’s threat
environment, regulatory obligations, risk appetite, business objectives, and the value of its digital assets. Rather than
a technical risk resolved only through IT expenditures, cybersecurity is a pervasive enterprise risk that is ubiquitously
threatening to every organization, sector, and region.

Decisions to accept, transfer, or mitigate cyber risks ultimately have financial, regulataory, legal, and reputational
implications. A good strategy should develop palicy, spending, staffing, and maturity objectives around the imperative
of resilience and recovery from the near inevitability of system or data compromise.

In a threat environment where the progression of offensive tradecraft means more insidious, predictable, and
successful data breaches, overspending on prevention and detection relative to response, recovery, and reporting is
neither a defensible nor a sustainable approach to effective cybersecurity strategy and budgeting.

We help organizations understand how effective their cybersecurity programs are relative to their risk profile,
the context of their cybersecurity program imperatives, and how to target and achieve the maturity level to which
they aspire.




